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1 LAB INFORMATION

Thislab is pre-configured with Data ONTAP simulators that represent two physical FAS Controllers, as

well as three vFiler units.

See Appendix A for areference on how the lab was configured.

All Passwords are netappl23:
Windows

NetApp and Linux

Table 1) Internal Lab IP Addresses

System

Windows Server 2008 R2

LAB\Administrator: netapp123
root : netappl23

IP Address

192.168.150.11

‘ Notes

RDP Jumphost, lab.local domain,
CIFS shares and iSCSI LUNs

CentOS 6 Linux

192.168.150.31

OnCommand 5 and NFS mounts

FAS6280 192.168.150.210 Data ONTAP Simulator
FAS3270 192.168.150.211 Data ONTAP Simulator
vfilerl 192.168.150.221 vFilerunit for vFiler migrate
vfiler2 192.168.150.222 vFilerunitfor vFiler DR
viiler3 192.168.150.223 vFilerunit for DataMotion

The Windows jumphostisthe machine that has access to all resources:

e System Manager2.0R1

e PUuTTY forSSH access (all sessions are preconfigured)

e NetApp Management Console 3.1

e OnCommand5 Console shortcut
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Table 2) Data ONTAP Simulator Lab Configuration

Data ONTAP Simulators (vfiler0) FAS6280 | FAS3270

user root root

passwd netappl23 netappl23

IP 192.168.150.210 (e0a) | 192.168.150.211 (e0a)

Subnet 255.255.255.0 255.255.255.0
GW 192.168.150.2 192.168.150.2
IPSpace default-ipspace default-ipspace

dns domainname

lab.local

lab.local

dns server 192.168.150.11 192.168.150.11
Admin Host 192.168.150.31 192.168.150.31
rootv ol root root

CIFS domain domain

CIFS Netbios Name fas6280 fas3270

CIFS Admin administrator administrator
CIFS Admin Passwd netappl23 netappl23
CIFS Share Cs$ Cs$

NFS Export Ivol/root /vol/root
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Table 3) Data ONTAP Simulator vFiler Units

v Filer Units | vfilerl viler2 vfiler3
user root root root

passwd netappl23 netapp123 netappl123

IP 192.168.150.220 (eOb) 192.168.150.221 (eOb) 192.168.150.222 (e0b)
Subnet 255.255.255.0 255.255.255.0 255.255.255.0

GW 192.168.150.2 192.168.150.2 192.168.150.2
IPspace ipspacel ipspacel ipspacel

DNS domain lab.local lab.local lab.local

DNS server 192.168.150.11 192.168.150.11 192.168.150.11
Admin Host 192.168.150.31 192.168.150.31 192.168.150.31
rootv ol vfilerl_root vfiler2_root vfiler3_dmotion_root
nasv ol viilerl_nas viiler2_nas vfiler3_dmotion_root
sanvol vfilerl_san vfiler2_san vfiler3_dmotion_root
CIFS domain domain domain

CIFS Netbios | vfilerl vfiler2 vfiler3

Name

CIFS Admin administrator administrator administrator

CIFS Admin netappl23 netappl23 netappl23

Passwd

CIFS Share vfilerl_nas vfiler2_nas vfiler3_root/nas

NFS Export Ivol/vfilerl_nas Ivol/ivfiler2_nas Ivol/vfiler3_root/nas
iSCSI LUN /vol/vfilerl_san/vfilerl_lunl | /vol/vfiler2_san/vfiler2_lunl | /vol/vfiler3_dmotion_root/vfiler3_lunl
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At the beginning of thislab, all vFilerunitsreside on the Data ONTAP Simulatorrepresenting a FAS6280.

Figure 1) Data ONTAP Simulator and vFiler Unit Layout

FAS6280

viiler0Q
viiler1

vfiler3

FAS3270

vfilerQ
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The Windows Server 2008R2 desktop is pictured below. On the desktop you will see a number of icons
that have been placed there for your use in the lab:

Icons Column 1 top to bottom
e System Manager2.0R1
e NetApp Management Console (NMC 3.1)
¢ OnCommand5 Console (new DFM)

e Data Fabric Manager Console (legacy DFM)

Icons Column 2 top to bottom

e VFilerShares (shortcuts to all vFiler CIFS shares and iSCSI drives)
e Putty

o] B fo WG ST,
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2 VFILER MANAGEMENT

1. Double Clickthe PuTTY icon, selectthe session for FAS3270 (vfiler0), and login asas root :
netappl23

2 PuTTY Configuration |
Cateqon:
= S_essin:nn | B azic aptions for your PuTTY seszion |
L_n:ngglng — Specify the destination you want to connect ko
[=I- Terminal
Hozt Mame [or IP addressz) Port
- K.evboard
. Bel [ |22
- Features Connection bupe:
= Window " Raw  Telhet © Rlogin & 55H © Segal
- Appearance B i
. Behaviour Load, save or delete a stored session
- Translation Saved Sessions
- Selection I
E':'I':'_urs Default Settings Load |
[=- Carnection FASI270 [whilerd)
- Data FASE280 [wiilerd) Bepie |
- Prasy Lirwis =
whiler]
Teln.et il Delete |
- Rlogin viiler3
- 55H
- Seidl Cloze window on exit;
 dlways Mewver & Only on clean exit
About Help Open I Cancel
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Create a test vFiler unitusing the CLI. The initialcommand isshow below - you can copy and
past the command directly into the PUuTTY windowto avoid spelling mistakes. Continue following
the output of the command and provide answers where indicated in bold.

viiler create test -s ipspacel -i 192.168.150.223 /vol/vfilerl root
/vol/vfilerl nas /vol/vfilerl san

Configure vfiler IP address 192.168.150.223? [y]: y

Interface to assign this address to {eOb}: eOb

Netmask to use: [255.255.255.0]: 255.255.255.0

Please enter the name or IP address of the administration host: 192.168.150.31
Do you want to run DNS resolver? [n]: y

Please enter DNS domain name []: lab.local
Please enter the IP address for first nameserver []: 192.168.150.11
Do you want another nameserver? [n]: n

Do you want to run NIS client? [n]: n
Default password for root on vfiler test is "".
New password: netappl23
Retype new password: netappl23
Do you want to setup CIFS? [y]: ¥y
Do you want to make the system visible via WINS? [n]: n
(1) Multiprotocol filer
(2) NTFS-only filer
Selection (1-2)7? [1]: 1
Enter the password for the root user []: netappl23
Retype the password: netappl23
The default name for this CIFS server is 'TEST'.
Would you like to change this name? [n]: n
Data ONTAP CIFS services support four styles of user authentication.
Choose the one from the list below that best suits your situation.
(1) Active Directory domain authentication (Active Directory domains only)
(2) Windows NT 4 domain authentication (Windows NT or Active Directory domains)
(3) Windows Workgroup authentication using the filer's local user accounts
(4) /etc/passwd and/or NIS/LDAP authentication
Selection (1-4)7? [1]1: 1
What is the name of the Active Directory domain? [lab.local]: lab.local
Enter the name of the Windows user [Administrator@LAB.LOCAL]:
Password for Administrator@LAB.LOCAL: netappl23
(1) CN=computers
(2) OU=Domain Controllers
(3) None of the above
Selection (1-3)7? [1]: 1
Do you want to create the TEST\administrator account? [y]: ¥y
Enter the new password for TEST\administrator: netappl23

Show the vFiler status. The -r option will show you network and volume detailsfor each vfiler. The
-a option will show you more details. Try all three!

vfiler status
vfiler status -r

vfiler status -a

Rename your vFiler:
viiler rename test fas3270_vfilerl

vfiler status
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Change the vFilerlimit (max vfilers on the system):

NOTE: toincrease thisvalue, you must reboot for it to take effect. Limitsare based on memory.
The Data ONTAP Simulatorislimited to a maximum of 11 and defaultsto 3. Thislabis preset to
a maximum of 4.

FAS Controllers with <1GB RAM 11 max vFilerunits
FAS Controllers with >=1GB RAM 26 max vFilerunits
FAS Controllers with >=2GB RAM 65 max vFilerunits

Here we change the vfilerlimitin thislab to a maximum of 5.

vfiler limit

vfiler 1limit 5

vfiler limit

Allow and disallow protocols per vFilerunit. You can show all protocols, which by default are all
enabled. However, the protocol must be licensed on vfilerO in order for the vFilerunitto use it.
vfiler status -a

Disallow rsh, ftp and http:

vifiler disallow fas3270_vfilerl proto=rsh proto=ftp proto=http

vfiler status -a # confirm

Allow ftp:

vfiler allow fas3270_vfilerl proto=ftp

vfiler status -a # confirm

Using vFilerrun and vFiler context to run commandsin a vFiler.

Using the vfiler context command will take you into a command menu just for that specific Vfiler.
Notice that the command prompt changes after you execute thiscommand.

viiler context fas3270 vfilerl

fas3270_vfilerl@fas3270> vol status

Use the same command to return to the main context of vfilerO.

fas3270_vfilerl@fas3270> vfiler context vfiler0

From the command shell, you can also run a command directly to a vfiler without switching
context:

vfiler run fas3270_vfilerl vol status

You can use this same method to run a command against all vFiler units from vfiler0. Notice how
vfilerO sees ALL volumes and fas3270_vfilerl only sees its own volumes.

vfiler run * vol status

If you use qtrees, you can see which volumes and gtrees are owned by which vFiler unit:

gtree status -v
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11

Interactive and non-interactive ssh directly to the vFiler unit.

Data ONTAP 8.1 7-Mode adds a fully interactive secure shell to vFilerunits. In addition, the
former non-interactive secure shell isalso available. To use either of these shells, you first need

to set up ssh on the vFilerunit. Hit enter for all defaultsin the command output.

vfiler run fas3270_vfilerl secureadmin setup ssh

Totest the newly configured secure shell, double-clickthe PUTTY icon and select the Linux

session, authenticating asroot : netappl123

NOTE: Ignore the “Access Denied” message after entering the rootloginid.

How to use interactive ssh login to a vfiler. Answer “yes’ to the fingerprint question and use the
netappl23 password. Note thatthe vol status only shows volumes accessible to vfilerl.

HE|

2 PuTTY Configuration
Categony:
E}-Sgsﬂnn | B asic options for wour PuT T zession
‘. Logaing B , .
! Specify the destination you want to connect o
=~ Terrninal
Host Mame [or IP addrezs] Part
- K.eyboard
o Bl || I22
- Features Connection bype
= “windiow " Faw  Telet ¢ Rlogin ™ 55H ¢ Seral
- AppEarance B i
. Behaviour Load, zave or delete a stored session
- Tranzlation Saved Session:
- Selection I
""EDWHW Default Settings Load |
= Connectian FaS 3270 [vfilerO]
- Data FASE220 [whilerd) B |
- Prasy Lifrllu:--:I -
whiler
Telnn_at o Delete |
- Rlogin viiler3
- 55H
- Serial Cloze window on egit;
 dlways Mewer & Only on clean exit
Ahout Help Open I Cancel

[root@ ~]# ssh -1 root 192.168.150.223
fas3270_vfilerl@fas3270> vol status
fas3270_vfilerl@fas3270> exit

How to use non-interactive ssh login to the same Vfiler. Again, use the same netapp123

password.

[root@ ~]# ssh -1 root 192.168.150.223 vol status
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10.

11.

Stop and start a vFiler unit.

NOTE: All vFilerunits are started on system boot, even ifthey were stopped priorto boot. The
vfilerstop command is not persistent across reboots. You can set aloaderenvironmentvariable
to disable all vFiler network connectivity at boot by running “setenv no-Vfiler-ips? true” at a boot
loader prompt. You COULD also put“vfilerstop vfilername”in the /etc/rc file, but the vfilerwould
run for a short while afterboot.

viiler stop fas3270 vfilerl
viiler start fas3270_vfilerl

Destroy a vFiler unit. When this command isissued, all the volumes assigned to the vFiler unit
are reassigned to vfilerO, including the vFilerroot volume that containsall of the configuration for
the vFiler unit.

viiler stop fas3270 vfilerl

vfiler destroy fas3270 vfilerl

vfiler status -a

Recreate the vFiler unityou just destroyed. As long asthe rootvolume is preserved, you can
recreate the vfilerunit. If the data volumes were destroyed, they can be recreated using the same
volume names.

vfiler create fas3270_vfilerl -r /vol/vfilerl root -b fas3270_vfilerl

NOTE: We didn’t specify the other2 volumesthatwere in the vFilerunit, butthey are added back
from the root volume configuration. You will see the .223 address is not configured after the “r’

to recreate so anifconfigisneeded to rebind to eOb (below).
vfiler status -a

To reconfigure the network interface:

ifconfig eOb 192.168.150.223 netmask 255.255.255.0 up

vfiler status -a
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12. Create anothervFiler unit (fas3270_vfiler2):

viiler create fas3270_vfiler2 -s ipspacel -i 192.168.150.224 /vol/vfilerZ_root
/vol/vfiler2 nas /vol/vfiler2_san

Configure vfiler IP address 192.168.150.224? [y]: y

Interface to assign this address to {eOb}: eOb

Netmask to use: [255.255.255.0]: 255.255.255.0

Please enter the name or IP address of the administration host: 192.168.150.31

Do you want to run DNS resolver? [n]: y

Please enter DNS domain name []: lab.local

Please enter the IP address for first nameserver []: 192.168.150.11
Do you want another nameserver? [n]: n

Do you want to run NIS client? [n]: n
Default password for root on vfiler test is
New password: netappl23
Retype new password: netappl23
Do you want to setup CIFS? [y]: ¥y
Do you want to make the system visible via WINS? [n]: n
(1) Multiprotocol filer
(2) NTFS-only filer
Selection (1-2)7? [1]: 1
Enter the password for the root user []: netappl23
Retype the password: netappl23
The default name for this CIFS server is 'fas3270 vfiler2'.
Would you like to change this name? [n]: n
Data ONTAP CIFS services support four styles of user authentication.
Choose the one from the list below that best suits your situation.
(1) Active Directory domain authentication (Active Directory domains only)
(2) Windows NT 4 domain authentication (Windows NT or Active Directory domains)
(3) Windows Workgroup authentication using the filer's local user accounts
(4) /etc/passwd and/or NIS/LDAP authentication
Selection (1-4)7? [1]: 1
What is the name of the Active Directory domain? [lab.local]: lab.local
Enter the name of the Windows user [Administrator@LAB.LOCAL]:
Password for Administrator@LAB.LOCAL: netappl23
(1) CN=computers
(2) OU=Domain Controllers
(3) None of the above
Selection (1-3)7? [1]: 1
Do you want to create the FAS32707VFILER2\administrator account? [yl: y
Enter the new password for FAS3270 VFILER2\administrator: netappl23

nn

13. Using config dump to save settingsincluding cifsshares and other configuration settingsfor every

vFileruniton the system:
vfiler run * config dump -f -v dumpl. txt
Check the vfiler0 dump file at \\192.168.150.211\c$\etc\configs
Check the vfilerl dump file at \\192.168.150.223\c$\vol\vfilerl root\etc\configs
Check the vfiler2 dump file at \\192.168.150.224\c$\vol\vfiler2 root\etc\configs
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14. Using FlexShare to prioritize volumesin vFiler units. FlexShare allows you to set priority of
access to volumeson the NetApp storage system. It has 5 grades of priority from VeryLow to
VeryHigh. With this functionality you can control priority of access to vFiler units by setting one
vFilerunit’'s volumesto low and anotherto high.

Show no priority set yet:
priority show

priority show volume -v

Enable FlexCache priority:
priority on # enable priority defaults
priority set io_concurrency=512 # disable disk controls

Set very high priority on fas3270_vfilerl_nasvolume and very low priority to fas3270_vfiler2_nas
volume
priority set volume vfilerl nas level=VeryHigh system=VeryHigh

priority set volume vfiler2 nas level=VeryLow system=VeryLow

Show priority is set:
priority show

priority show volume -v

Create 2 CIFS shares fortesting:

You could also use NFS or create LUNs with iISCSI, then apply priority to those volumes.
vfilerrun fas3270_vfilerl cifs shares -add vfilerl_nas /vol/vfilerl_nas

vfilerrun fas3270_vfiler2 cifs shares -add vfiler2_nas /vol/vfiler2_nas

Open CIFS shares (administrator | netapp01)in a Windows Explorerwindow:
\192.168.150.223\vfilerl nas
\192.168.150.224\vfiler2 nas

Begin the copy process — take a large file ordirectory and copy to each share (copy something
from the C: drive)

Start a copy of the large directory or file to vfiler2_nasfirst (low priority) then to vfilerl_nassoon
after (high priority) and the vfilerl_nascopy will run faster.

Thistest doesn’t show exact throughput (not using a metric otherthan watching), however it
shows how FlexShare works.

Turn off priority:

priority off

NOTE: On a system with FlashCache cards, you can selectively cache volumes AND enable
priority on those volumes. What this meansin a multi-tenant architecture isthat you can cache
and give high FlexShare priority to certain tenant volumes, and turn off cache and give lower
priority to othertenantvolumes.
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15. FlexClone a vFiler volume and add that clone to another vfiler unit. Thisis very usefulin a
test/dev environment, or moving data from test to production. Anotheruse case here would be
taking internal production data and sharing itout on a vfilerthatis ina DMZ. These commandsall

need to be run from vfilerO:

snap create vfiler2 nas clone_snap

vol clone create vfiler2 nas_clone -s none -b vfiler2 nas clone_snap
vfiler run * vol status

vfiler status -a
vfiler add fas3270_vfilerl /vol/vfiler2 nas_clone

vfiler status -a

Figure 2) FlexClone Between vFiler Units

fas3270 vfilerl

fas3270 vfiler2

N
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16. Move the source ofthe cloned volume from one vfilerto another.
vfiler move fas3270 _vfiler2 fas3270 vfilerl /vol/vfiler2 nas

Thiscommand may fail because the volume isa CIFS share. If so, delete the share and rerun the
command.
vfiler run fas3270_vfiler2 cifs shares -delete vfiler2 nas

vfiler move fas3270 vfiler2 fas3270 vfilerl /vol/vfiler2 nas

vfiler status -a

Figure 3) Move A Clone Source Between vFiler Units

fas3270 vfilerl

fas3270 vfiler2

17. Remove avolume from vfilerl and it isreassigned back to vfiler0. You can then add the volume

back to vfiler2. This achieves the same object as vfilermove but here you see the remove and
add functions.

vfiler remove fas3270 _vfilerl /vol/vfiler2 nas_clone
vfiler run * vol status

vfiler status -a

vfiler add fas3270_vfiler2 /vol/vfiler2 nas_clone
vfiler run * vol status

vfiler status -a

Figure 4) Add and Remove Volumes From vFiler Units

FAS3270

remove add
XX
fas3270 vfilerl vFilerO fas3270 vfiler2
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18. Destroy vfilerl and add all its resources to vfiler2 (both network and volumes):

viiler stop fas3270 vfilerl
viiler destroy fas3270 vfilerl

vfiler add fas3270_vfiler2 -i 192.168.150.223 /vol/vfilerl san /vol/vfilerl nas
/vol/vfiler2 nas

vfiler status -a

19. Remove an IP and volume from vfiler2:
viiler remove fas3270_vfiler2 -i 192.168.150.223
vfiler remove fas3270_vfiler2 /vol/vfilerl san
vfiler status -a

20. Stop and destroy vfiler2 and destroy the clone volume forthe nextlabs:

viiler stop fas3270 vfiler2
viiler destroy fas3270 vfiler2
vfiler status -a

vol offline vfiler2 nas_clone
vol destroy vfiler2 nas_clone
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3 DATAMOTION FOR VFILER

DataMotion forvFiler in Data ONTAP 8.1 containsa numberof enhancements. vFilers can now be
nondisruptively moved between any type of controllerand any type of disk

Thislab will walkyou through performing a complete DataMotion for vFileroperation.

Figure 5) DataMotion for vFiler Diagram

FAS6280

~
viilers FAS3270
i Data Motion

Migrate

I vfiler3 I

L e e - =4

1. Tobeginthislab, open several SSH sessions. Double-clickthe PUTTY icon and login to the
“FAS6280 (vfiler0)”, “FAS3270 (vfiler0)’, and “Linux” sessions, authenticatingasroot :
netappl123. You should already have two ofthese sessions open.

2. Display your access to the NAS (CIFS and NFS) and SAN (iISCSI) connections on vfiler3. In the
Linux PuTTY window, check the nfs mount:

[root@ ~]# 1s -1 /root/vfiler3
total 0
-rw-r-—-r-— 1 root root 12 Sep 30 01:17 test vfiler3.txt
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On the Windows machine, double-click“vFiler Shares’ then clickinto each of the 3 vFiler
shortcuts and confirm access to vfiler3_C$, vfiler3_nasand vfiler3_san.

'\\ )(\ ) - wFilet Shares

I Search vFiler Shares

Organize *

i Favorites
Bl Deskkop
4 Downloads
2l Recent Places

-l Libraries
3 Documents
rjf Music
=] Pictures

B videos
M Computer

ﬁ'-_‘ Metwork.

IE] Open

Share with +  Hew Folder

MName Date madified Type Size

@ cf (Fas3270) 9j30f2011 2:12 PM Shartcut 2KB
@l c$ (Fas6280) 3002011 2:12 PM Shortcut ZKB
@ vfilerl_c 9fa0f2011 219 PM Sharkcut ZKB
@ vfilerl_nas 9/30f2011 12:52 AM - Shorteut ZKB
[Fly vFiler1_san (x) 9/30/2011 1:01 AM Shartecut 1KB
@l vfilerz_c$ 9302011 2:19 PM Sharkout 2KB
@ vfiler2_nas 9302011 12:52 AM Shorkeut ZKB
[#y vFiler2_san (¥) Shartcut 1KB

3 items selected Date modfied: /3002011 2:19FPM

Size: 3.45 KB

9{30/2011 1:01 AM
2:19 PM
)11 12:54 A

111 1:01 AM

Date created; 9/30/2011 2:19 PM

Organize ¥

i Favorites
Bl Deskkop
4 Downloads

2| Recent Places

-l Libraries
3 Documents
r} Music
=/ Pictures

B videos
M Computer

e‘i_d Metwork

2 items

New Folder

MName Date madified Type Size
wvol 9/29/2011 10:41 PM File folder
my 2972011 10:41 PM File 1KB
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w lﬂ_] I Search nas

= Metwark - wfiler3 » wfiler:

Organize *  New folder
‘¢ Favarites Name = Date madified Type Size |
B Desktop || test_vFiler3 30/2011 147 AM Tt Document 1KB
& Downloads

1=l Recent Places
4 Libraries

3 Dacuments

J Music

|| Pictures

E Wideos

M Computer

&h Network:

1item

an (2.

Share with «  Mew Folder

©Organize *  Include inlibrary
‘¢ Favarites Name = Date madified Type Size
B Desktop || test_vFiler3 30/2011 147 AM Tt Document 1KB
& Downloads

1=l Recent Places

4 Libraries
3 Dacuments
J Music
|| Pictures

E Wideos
1M Computer

&h Network.

1item
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3. Togetstarted with the DataMotion forvFiler process, double-clickthe NetApp Management
Console (NMC) onthe Windows 2008 Desktop. Enter the password “netapp123”then click

Connect.

MetApp Management Console - ¥ersio E

“ DataFabric Manager Connection
NetApp

Server: |1 g214658.0.31

User: |ru:unt

Passwnrd *********l

Connect I

Cancel

Options ==

4. Clickon the Hosts pane on the left.

il MetApp Management Console : Manage Data - root on 192.168.0.31 !El E

File ‘“iew Tasks Help

G o 2 @ | crow [51 Global [+

w Dashhoards Hosts Storage Systems
@ Data & add [Z/Edt X Delete (O} Diagnose 3 Refresh
Policies MName = = Sys{em Status ~ |Login Credentials = | NDMP Stetus ~  NDMP Credertials A
| = S B S~
P T [ fasE280 G’ online Up
» Storage Systems
Aggregates
vFiler Units
0S8
wFiler DR Units
[+
General Licenses
IP address: 192166.0.211 hame Licensed &
Mot SIMBOX Sniaphirror Yes 6
Mirrored Ves Snap'ault Data ONTAP Secondary  “Yes
Snap'/ault Data ONTAP Primary Yes
Backup destination: v’
A festinaton - ves SnapVault Windows Primary Yes
Backup source: fes Snap'ault Windows Open File Ma... Yes
Credentials Snap®ault Unix Primary Yes
Snap'/ault Li Pri A
Login user name:  root napaL Linu Frimary &S
MearStore Option Yes
HDMP 5 ot
s nAms e Deduplication Yes
Service status SnapMirror Sync Yes
MNFS: Up CIFs Yes
MFS A
CIFs: Up b
I5CSl fes
iSCSI U =
e " Multistare Yes
Notifications FCF: Down cen hin 2
Get Started Details | Usage | Paths | Input Retionships | output Refationships

21 CR-3-133 Hands-On MultiStore Advanced Lab Guide




5. Clickon vFiler Units and select vfiler3in the window. Click the Start migration button.

lanage Data - root on 192.16:

letApp Management Consol

File View Tasks Help “
P @ | Group 5] Glosal [* NetApp

Dashboards Il vFiler Units

Data I [ omdd Esetup X Deletew | O Startmigration @8 Upcate @8 cancel 8P cutover 8% Rolback 8§ cleanup

Policies IP Address ~ |IP Space % | Hosting Storage ... %  System Status % Migration Status

ipspacel fas6280.lab local & online [}’ Mot started

viilert 192.168.0.220
ﬁl
192.168.0.221 ipspacel {ash250 Jab.local & online

MName =

wiiler2

* Storage Systems

* Aggregates

* wFiler Units

* 0S5V

* wFiler DR Units

spacel

General Hosting storage system settings

Protocols: CIFS, NFS, ISCSI Host name: fas6280
Mirrorec. Yes IP address: 192.188.0.210

Backup destination: System status: Online

Backup source: Login credentials status: Good

Service status MNDMP status: Up
Up MDMP credertials status. Good
Up
Up

Notifications

Netwaork Settings I Paths J Input Relstionships Cutput Relationships I M\grﬁhonJ

Get Started || Details
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6. Click Next.

|4l wFiler Unit Migration Wizard - vliler3

Welcome to vFiler Unit Migration Wizard

Thiz wizard migrates the vFiler unit to another storage system.

Thiz wizard starts migration of the vFiler untt along with storage to the selected destination storage system.

To cortinue, click Mext.

23
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7. SelectOnline migration and click Next.

|4l wFiler Unit Migration Wizard - vliler3

Automated migration
ou en the automsated online and offling

(®) Online migration
Provides non-disruptive migration.

Limitations on the storage system platform and resources.

O Offline migration

Data will not be accessible during the cutover.

To continue, click Mext.

= Back I Meat = I Cancel

NOTE: Online migration isthe key to DataMotion for vFiler. This method of migration allowsvFiler units to
be moved non-disruptively between NetApp storage systems with a maximum pause in 1/O of 120

seconds.

Offline migration will migrate vFiler unitsdisruptively. The vFilerunit will be stopped and there is an
undetermined amount of time forthe pause in I/0O while data cutover occurs.
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8. Selectfas3270 and click Next.

|4l wFiler Unit Migration Wizard - vliler3

Destination storage system

The wFiler unit wil be migr

Parent storage system: fas6280 lab local

Available storage systems:;

= 5! Global
-5l vaMs

fas3270

fagh2a0

To continue, click Next.

= Back | Meat = | Cancel
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9. Click Next (take defaults— we only have one aggregate on each Simulator).

|4l wFiler Unit Migration Wizard - vliler3

|:| Customize the volume to aggregate mappings

Destination storage system: fas327C
Source volume +  Destination aggregate - B
ﬂ viler3: fvfiler3_dmotion_root f_

Select the destination aggregate: | B

(=] apply

To continue, click Mext.

= Back | Meat = I Cancel
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10. Click Edit.

Ul ¥Filer Unit Migration Wizard - vfiler3

Metwork interface settings
e the e interf

Destination storage system: fas3270.lab local
27 Bt

IP address Metwork mask Metwork interface WLAM I MTU(Bytes)

@ Select the row in the table and click edit button for providing mandatory information like network interface.

To continue, click Next.

= Back et = Cancel
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11. Select e0b for the network interface and click Update, then click Next.

[l Edit binding

IP address: |1 92165.0.222

Metwork mask: |24

Metwark interface: |._-}¢ elh [ipspace] [T
VLAN Id: |
MTU (Bytes): |

Update Cancel

|l #Filer Unit Migration Wizard - vfiler3

Network interface settings
Configure the network interfa on destinstio

Destination storage system: fas3270.lab local

IP address MNetwork mask Metwork interface WLAN lel
192168.0.222 24 e0b [ipspace!]

d

MTU(Bytes)

@ Select the row in the takle and click edit button for providing mandatory information like network interface.

To continue, click Next.

= Back E Next = j Cancel
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12. Click Next (no SnapMirror throttle).

|4l wFiler Unit Migration Wizard - vliler3

B andwidth limit
the throttle far limiti chvvicth far migr

Throttle lets vou limit the netvwork bandwvicth available for the migration operstion.

Throttle value: KBis [T

To continue, click Next.

= Back | Meat = | Cancel
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13. Click Next. We won’t cutover now so you can see how to do this manually.

|4l wFiler Unit Migration Wizard - vliler3

Automatic cutowver

tion without manual ind

[] cutover automatically after data transfer

If you select this option, the system automatically performs the cutover operstion after the data is transferred. If vou do not select
this option, you can manually initiste the cutover operation st any time after the data is transferred.

To continue, click Next.

= Back | Meat = I Cancel
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14. Click Next on the information screen.

Preview

Summary
@ Information; 3

Details

|Expand Al

= @ Information:

Action:

= @ mnformation:

Action:

= @ Information:

Action:

To continue, click Next.

T

Creste IPSpace ipspace] on storage system fas3270 lab lacalfl130).
Creste IPSpace ipspacet.

Provision & new flexible volume “filer3_dmotion_root' of size 10.0 GB with space guarantee set to
“walume' from agaregate 'fas32700aggro'132)

Provizion volume of size 10.0 GE.

Start migration far wFilzr unit “wiilers ek local{251) to 'fas3270 ek local'(130).
Start migration far wFiler unit “wfiler3 ek localt251) to 'fas3270 ek local'(1.30).

copy To Cliphoard

= Back | Meat = | Cancel
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15. Click Finish.

|4l wFiler Unit Migration Wizard - vliler3

Completing the vFiler Unit Migration Wizard

You have successfully completed the vFiler unit migration wizard.

To complete this wizard and commit your changes, click Finish

‘.;'._}", vwhen you click Finish, the migration starts. This might take several minutes to a few hours.

= Back | Finish | Cancel

16. You will be able to watch the status ofthe job as it progresses.

[l Tracking Migration Job For vfiler3

Summary of tasks completed:

Job Started.
Created IPSpace ipzpacel on storage system Taz3270 lab local(130)

Created IPSpace ipspacel on storage system Tag3270 lab local'(130)

Close Monitor
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17. When the Status is shown as Started, cutover required, click the Cut ov er button. You can also
run Update to resync the mirrors if a long period has passed. The cutover process will take a
while to begin, but once the cutover has begun, the pause in I/O from clients will not exceed 120

seconds.

[l NetApp Management Console : Manage Data - rook on 192.168.0.31

File View Tasks Help “
o o [0 @  Grous [5) clobal [+ — NetApp

Dashboards
@ Data [ add [Ersetp X peletew | 8 siartmigaion E8update E8cancel &7 cutover 8% Rolback & cleanup
Balicies Name & = |IP Address = |IPSpace = |Hosting Storage System = System Status = Migration Status ==
| wiiert 192.168.0.220 Ipspace1 fas6280.ah jocal & onine P ot starter -
e — wiler2 192.168.0.221 Ipspace1 fas6280.ah jocal & onine P 1 ]
Storage Systems
mE vrier3 192.168.0222 fas6280.ab jocal [$onne | % started, cutover required
Aggregates
> Filer Units
ossv
VFiler DR Units
General Hosting storage system settings
Protocols: CFS, IS, i5C31 Host name. fasE280
Mirrored: Yes P address 192.188.0210
Backup destination; Yes System status: Online
Backup source:  Yes Login credentials status: Good

Service status NDIP status: up

NDIP credertials status: Good

NFS; Up
CIFS: Up
iscst Up
Notifications
Get Started Detalls | Network Settings ‘ Paths ‘ Input Relationships | Output Relationships ‘ ngrmanj
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18. The migration cutoverwizard starts. Click Next.

Migration Cutover Wizard

Welcome to migration cutover wizard.

Thiz wizard helps you cutover a migration.

To continue, click Mext.

< Bacl

Thiz wizard completes the migration process by cutting over to the destination storage system.

| Mewt = I Cancel
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19. Click Next.

/'l Migration Cutover Wizard

Cutowver script

can enter the path ¢ fat to run b

Script path: |

To continue, click Mext.

= Back | et = I Cancel
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20. Leave the defaults(All static routes radio button and Store the migrated routes checkbox) and
click Next.

[I'L Migration Cutover Wizard

Metwork routes migration

Provi tion for rout

‘Which network routes would you like to migrate to destination storage system?

@ All static routes present in source wFiler's IPspace
O Only the routes configured for source vFiler in fetcirc

O Do not migrate any routes

Store the migrated routes in fetcire of destination storage system

To continue, click Mext.

= Back E Met = _:I Cancel
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21. Click Next.

'L Migra Cutover Wizard

Preview

-an

Summary

@ Information: 2

Details

|Expand Al [+

= @ Information: Routes on destination storage system:
- defaut:net:192.1658.0.1:1

Action: Cutover,

= @ Information: Cutover the wFiler unit “filer3 lakb local' (251 to fa=3270 ab local'(130)

Action: Cutorver the wFiler unit to destination.

Caopy To Clinhoard

To continue, click Mext.

< Back | Mewt = I Cancel
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22. Click Finish.

Completing the Migration Cutover Wizard

,-’5_}\, When you click Finish, the migration cutover starts. This might take several minutes to a few hours.

To complete this wizard, click Finish.

= Back E Finish j Cancel

23. You will be able to watch the cutover job as it completes.

[I'll Tracking Cutover Migration Job For ¥filer3 E

Summary of tasks completed:

Job Started.
Started Cutover for vFiler unit “filer3 lah local'(251) to destinstion storage system 'fas3270 lab Jocal'(1300
Checking the disk load on 'fas3270 lab localt130) storage system and CPU loads on 'fas3270lab Jlocal't130)

[« | D

Checking the disk load on 'fas3270.lab local'(1 30) storage system and CPU loads on 'fas3270.lab local'(130...

Close Monitor

il Tracking Cutover Migration Job For vfiler3

Summary of tasks completed:

Job Started. [E

Started Cutover for vFiler unit “filer3 Ik local'(251) to destinstion storage system 1223270 lab Jocal'(130)

Checking the disk load on 'fas3270 lab local(130) storage system and CPU loads on 'faz32700lab local'(12

Started the performance monitar for vfiler3 on 'fa23270 lab local1 300 storage system.

Eunveninu all Snanhdirror relationshing to Semi-Svnchronous mode. . | F
4

ol

Converting all SnapMirror relationships to Semi-Synchronous mode. ..

Close Monitor
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24. When the job window closes, the Migration Statusis Migrated, Cleanup Required.

Fle View Tasks Help

NetApp Management Console : Manage Data

root on 192.168.

<= o (D @ | srovp (5 Gloval [+

Dashboards

Notifications

Get Started

Service status

IFS:

CIFs:

Details

Netwaork Setings ‘ Paths ‘ Input Relationships

Output Relationships ‘ M\gratlnj

NDMP status:

NDMP credertials status:

@ Data [ERY v | @ sanm 8 Rolback @ clean up
Policies
Name & P Address P Space Hosting Storage System System Status Wigrstion Status:
| viilert 192.168.0.220 ipspace? fas8280.1eb local ¥ oniine P hot started
viiler2 1921680221 ipspace? fasB280.1eb local £ oniine P not started
Starage Systems
viler3 1921680222 ipspace? fas3270.1eb local & oniine  wigrated, cleanup requi
Aggregates
» vFiler Units
0ssv
VFier DR Units
General Hosting storage system settings
Frotocols: Host name:
Wirrorect P address:
Backup destination System status
Backup source: Login credertials status:

25. Tosee

Fle View Tasks Help

all jobs, click on the Data pane and select Jobs.

NetApp Management Console : Manage Data

root on 192.168.

<= o (D @ | srovp (5 Gloval [+

Dashboards

@ ..
Datasets

Resource Pools

External Relationshins
Unprotected Data
* Jobs
Groups
Custom Fields

~ Jobtype =

viiler3 lah Jocal

Context

Start migration

Cantext Type

Filer Unit

WView Jobs: | (1] 1Day & 1wesk [ 1morth Al

Start ¥

030ct 2315

Job status

03 0ct 2316

=]

“ NetApp

Policies

Hosts

Notifications

Get Started

Completed job steps:

Time stamp
03 0ct
030ct 2320
030ct 2320
030ct 2321
03 0ct 2321
030ct 2322
030t 2325
030ct 2325
030t 2325
030ct 2325
030t 2325
030ct 2326

Step

=}
om0 s e |

Frogress

Frogress

Progress Hormal

rmal
Progress Hormal

Mormal

v
v

v

Progress v
v

Progress v
v

Progress Hormal
Progress
Progress

Frogress

Frogress

Event Description
vFiler Unit

Job Type:
Submitted By:

Job Deseription

viiler3 lab local
Cutaver

root

Qniing cutover of vFiler unt wfiler3 Jab.ocal(251).
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. vFiler Shares M=l 3

26. After this process you can again verify that after vfiler3 moved from the FAS6280 to the FAS3270

there isno outage to the data. Display your access tothe NAS (CIFS and NFS) and SAN (iSCSI)
connectionson Vfiler3. Inthe Linux PUTTY window, check the nfs mount:

[root@ ~]# 1s -1 /root/vfiler3
total O
-rw-r-—-r-— 1 root root 12 Sep 30 01:17 test vfiler3.txt

On the Windows machine, double-click“vFiler Shares’ then click into each of the 3 vFiler
shortcuts and confirm access to vfiler3_C$, vfiler3_nasand vfiler3_san.

. = wFiler Shares - l‘gll Search vFiler Shares 2]
B Open  Incudeinlibrary *  Sharewith v Hew folder = - E] 0
' Favorites MName Date madified Type Size | |
B Desktop @ cf (Fas3270) 9j30f2011 2:12 PM Sharteut 2K8B
& Downioads [l c§ (Fas6280) 9/30/2011 2:12 P Shorbout KB
=L R kPl
4 Frecent Taces [0 vhiler_ch 93002011 2:19FM  Shorteut 2KB
@ vfilerl_nas 9/30f2011 12:52 AM - Shorteut ZKB
3 Documents [#a vfilerl_san () 9/30/2011 1:01 AM Shartecut 1KB
@l vfilerz_c$ /3042011 2:19PM Shorbcut ZKB
[ Pictures 2 vfler2_nas 9/30/2011 12:52 AM Shorteut ZKB
[Fly viler2_san (v) 9/30/2011 1:01 AM Shartecut 1KB

1M Computer

@ vfiler3_nas 9/30/2011 12:54 AM Shorkeut ZKB
[Aly vFiler3_san (Z) 930/2011 1:01 AM Shartcut LKB
viiler3_c$ Date modified: 9/30/2011 2:19 PM Date created: 9/30/2011 2:19 PM
Shortout Size! 1.42KE

111 ]

40

27. If youwant to try some additional functionality, try the Rollback function in the NMC. This moves

vfiler3 back to the FAS6280. The Clean Up operationsremoves all the original source volumes,
SnapMirror configuration, Snapshots, and vfiler configuration from the FAS6280.
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4 VFILER MIGRATE (CLI)

In the previous section you migrated a vFiler unit nondisruptively using the Online Migration capability of
Provisioning Manager. Here we will show you how to perform the same migration using the vfiler migrate
CLI command. If you recall, Provisioning Manager also has an Offline Migration capability. Thisisthe
same capability that you can manage from the CLI.

Both the Offline Migrationand the CLI vfiler migrate command use Asynchronous SnapMirror for mirroring
and cutover of data. Thismeans that the cutover may take an unknown amount of time based on the load
of the system, and the cutover can not happen during a guaranteed time. Both of these methods are
disruptive.

In this lab we will migrate vfilerl from the FAS6280 simulatorto the FAS3270. In this lab environment, the
NFS andiSCSI clientswill not see an outage because thereis no load on the system and very little data
in the volumes being mirrored. If you leave a CIFS window open to the vfilerl CIFS share, you will notice
a disconnection.

NOTE: The snapmirror.conf file on the 3270 will update every 3 minutes by default (you would change
this for a production migration). Volumesmust be the same name on the source and target systems.
IPSpace names must be the same name on source and target systems (they were pre-created for these
labs). The mirrors run from vfilerO (physical controller)and notto the vFiler units directly.

For information on howto move vFiler unitsbetween controllersin the same HA pair, using vfiler migrate
(-m nocopy), see AppendixD.

1. Tobeginavfilermigrate process, first show the status:
fas3270> vfiler status -a

2. Thenyou’'ll execute the migrate start command. Note that we are executing this command from
the destination system, not from the source, so we have to provide a login and password for the
source system.
fas3270> wvfiler migrate start -c secure -1 root:netappl23 vfilerl@Rfas6280

3. When prompted, answer y to keep the same .220 IP address. Enter eOb for the interface, and
use 255.255.255.0 forthe subnet.

4. Now you can show the status of the migration. Wait until SnapMirror status shows as Idle for all
three volumes.
fas3270> vfiler migrate status vfilerl@fas6280
fas3270> snapmirror status

5. Once the SnapMirror status shows asidle, you can complete the migration. When you enterthis
command, the vFileruniton the source system isstopped. A final incremental SnapMirror update

isprocessed, and the vFilerunitisthen started on the destination system.
fas3270> vfiler migrate complete -c secure -1 root:netappl23 vfilerl@fas6280

6. Youcan now see thatthe vfilerunit has been moved:
fas3270> vfiler status -a # vfilerl running on the 3270

fas6280> vfiler status -a # vfilerl is gone on the 6280

7. As with the previous DataMotion forvFiler session, you can confirm that CIFS, NFS and iSCSI
access continues for vfilerl even though it has moved physical controllers.

NFS (Linux)
[root@ ~]# 1ls -1 /root/vfilerl
total O

-rw-r--r-- 1 root root 12 Sep 30 01:17 test vfilerl.txt

CIFS (access from vFiler Shares on desktiop)
\\192.168.150.220\vfilerl nas
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iSCSI (access from vFiler Shares on desktop)

X:\

ler Shares M=l 3

(J

= wFiler Shares

I Search vFiler Shares

Organize * E]Open

. Favarites
Bl Deskkop
& Downloads
] Recent Places

7l Libraries
3 Documents
J‘ Music
=/ Pictures

B videos
M Computer

‘?I_d MNetwork.

Zitems selected Date modfied: 93002011 1:01 &M
Size: 3.33 KB

@l vfilerz_c$

@l vfiler2_nas
[Ay vFiler2_san (¥}
@ vflera_ch
@) vfilera_nas
[#la vFiler3_san (2)

9A0f2011 2:19 PM
9Y3Af2011 12:52 AM
9(30/2011 1:01 AM
9(30f2011 2:19 PM
YA0[2011 12:54 AM
9A0f2011 1:01 AM

Date created; 9/30/2011 1:01 AM

Sharteuk
Sharteut
Shortout
Shortout
Sharteuk
Sharteut

Share with +  Hew Folder hd
MName Date madified Type Size | |
[ c$ (Fas3z70) 9j30f2011 2:12 PM Shartcut 2KB
[ cf (Fast2a0) 30/2011 2:12PM Sharkeut ZKB

2KB
ZKB
LKB
ZKB
2KB
LKB
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5 VFILER DR

A new pluginisavailable forthe NetApp Management Console (NMC) that allows you to configure and
activate vFiler DR relationships. Thislab will show you how to use the plugin to configure a new vFiler DR
relationship. You will then use the CLI to simulate an outage and activate the DR vFiler, and resync it with
the source site.

51 CONFIGURING VFILER DR WITH THE ONCOMMAND 5 NMC PLUGIN

** The equivalent CLI to the GUI below **
fas3270> vfiler dr configure -u -c secure -1 root:netappl23 vfiler2@fas6280

Figure 6) vFiler DR Diagram

FAS6280

viiler2 X FAS3270
BE

viiler2 D.R.

SnapMirror async
to D.R. site

1. Double Clickthe NetApp Management Console (NMC) onthe Windows 2008 Desktop. Enter the
password netappl23 then click Connect.

MetApp Management Console - ¥Yersion: 3.1 E

“ DataFabric Manager Connection
MNetApp

Server |1 92165031 [+

User: |r|:u:|t

*********l

Passwaord:

Connect I Cancel Options ==
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Click on the Hosts pane on the left.

[l NetApp Management Console : Manage Data - root on 192.168.0.31

File View Tasks Help

= * Protection 7)<l Top Five Events

@ Provisioning

Event Source

@ Interface Status Down fas6280:e0c
@ Interface Status Down fas6280:e0d
@ Interface Status Down fas3270:e0c
@ Interface Status Down fas3270:e0d

,-Q\, Snapshot Full wiiler2: ivfiler2 _root.sn..
Total Datasets

Dataset Protection Status 7)) Protected Data 7)) Unprotected Data

@ Baseline Failure ) Datasets ) Datasets
@ Lag Error ) Volumes 1 volumes
£\ Lag warning
‘Q Job Failure

l@z| Gtrees Gtrees

g QS5 Directories
@ Protection Suspended

Dataset Lags 7)) External Relationship Lags

No data available Source

No data available

Data

Policies

Hosts

Notifications

Get Started
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2. ClickvFiler DR Units and select vfiler2. Clickthe Protect button.

lanage Data - root on 192.168.0.31

MNetApp Management Consol

File View Tasks Help “
P @ | Group 5] Global [* NetApp

vFiler DR Units

Dashboards
‘3 Refresh

+ Q@stop W ® re

Balicies 'R Mame & +  Host ~  Status = Protection Role -
wfiler1 I fag280 Running

st R N I [ N

* Storage Systems viiler3 @ fas3270 Running

DL 'Y G create EVEat "protet X o
Pratection Status

* Aggregates

* wFiler Units

* 0S5V

* vFiler DR Units

Details Hosting storage system
Host name: fasB280

IP address: 1921680210

Licensed Protocols: NFS,CIFS ISCSI

Allowed Protocols:
IP Space: ipspacel System status: Online
Service status Login credentials status: Good

Notifications

Details Network Settings Storage Settings _J

Get Started
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3. Click Next.

Protect ¥Filer Wizard

Protect vFiler Unit Wizard

Thiz wizard wil help vou protect an existing vFiler unit.

Thiz wizard wil help you protect a vFiler unit by cresting a DR
vFiler on a CR: filer.

To continue, click Mext.

< Bacl | Mext = I Cancel

4. Click Next as there is only one storage system inthe list.

V'Ll Protect ¥Filer Wizard

em for DR vFiler
hto

To continue, click Mext.

= Back | Mext = I Cancel
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5.

Click Next, as we are keeping the same IP and interface settings.

'l Protect ¥Filer Wizard

|:| Customize the ip settings
Parent storage system: fas3270.abk local
B [ x

IP address Metwark mask Metwork interface

DE:

To continue, click Mext.

< Back E Mext = ] Cancel ‘

6. Clicknextto use the default protection values. The destination volumeshave been precreated as

part of the lab. In a real-world scenario you would need to create these.

Configure protection velume settings

Ea rolumme on the prin { on the DR il

Primary “olume

% | Protection Wolume ~ | Sync Settings ®

8 aggro:viiler2_root B aggrl:vfiler2_root <Existing= Unchanged (Async) _J -
8 aggri:vfiler2_nas B aggrl:vfier2_nas <Existing> Unchanged (Async) _J
8 aggrl:vfiler2_san B aggrl:vfier2_san <Existing> Unchanged (Async) _J

[~

To continue, click Mext.

= Back | Mext = I Cancel
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7. Click Next to use the same DNS and NIS settings.

Protect ¥Filer Wizard

L1

DMS and NIS Settings (Optienal)

e optiona o IS

DHS domain
Servers: _41}1 Add X Delete
+*
4+
HIS domain
Servers: [ Add X Delste
+*
L4

i Enter either IPv4 or IPvE address.

< Back E Mext = j Cancel ‘

8. Click Next. If you needed to specify alternate source or destination IP addresses, you could do
that here (for example, if you have a specific network for SnapMirror replication).

Protect ¥Filer Wizard

L]

Alternate Hostname or IP Address (Optional)

Alternate Source: |

Alternate Destination: |

To continue, click Mext.

= Back | Mext = I Cancel
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W

9.

Protect ¥Filer Wizard

Frimary VFiler User Credenti

Enter the appropriate credentialsfor the source system (root : netapp123), and check the Use
secure command channel, then click Next.

Enter riti

User Mame: |rcu:1

AREREZEES

Passwordl:

Use secure command channel while communicating with remote filer

To continue, click Mext.

< Back E MNext = j Cancel
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10. Click Finish.

Protect ¥Filer Wizard

Completing the Protect vFiler Wizard.

Attributes of the protection wFiler

Primary wFiler: viiler i faz6280

Protection wFiler: wiiler i faz3270

W olume; agorl:viiler2_root (Existing)
Snaphireor Mode: Default

W olume; agorl:viiler2_nas (Existing)
Snaphireor Mode: Default

W olume; agorl:viiler2_san (Exizting)
Snaphireor Mode: Default

Metwark: 192.168.0.221/24 =0k

Lzetr: rondt

Passward: i

Use Secure CommandChannel: true

To complete this wizard, click Finish.

< Back l Finish I Cancel

[’ Protect ¥Filer | x|

Processing request 1 of 1

Stop Sending Reqguests 1 Close Monitor
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11. Once the DR relationship has been defined, you can view it both in the NMC as well as the CLI.
NOTE: The NMC refreshes DR relationships slowly, so it may take several minutes for the

Protection Role to show as DR Backup.

'l NetApp Management Console : Manage Data - root on 192.168.0.31 JH[=1 E3

Fie “iew Tasks Help

<o & (2 @ | Group [ Global [+
3 Dashboards sts vFiler DR Units

e “ NetApp"
\\\“_‘——

@ Data E}’- Creste E Edlit U Frotect % Delete ° Start o Stop v Activate Q Resync G Refresh
Hlicies Name & + Host ~  Status = Protection Rale = Protection Status ﬁ
" viiler1 fasB280 Running &
e T N R 1T S

Storage Systems viiler2 fasB280 Running Primary ok
Agaregates viilerd fas3270 Running
wFiler Units
0SSV

* wFiler DR Units

[+
Details Hosting storage system
Licensed Protocols: NFS,CIFS ISCS| Host name: fas3270
Allowed Protocols: IF address: 182.168.0.211
IP Space: ipspacel System status: Online
Service status Login credertials status: Good
RSH:
MFS:
CIFs:
I=Csl
Notifications
Get Started Details ] Metwork Settings | Storage Settings J

12. You can also show the Vfilerstatus using the CLI:
fas3270> vfiler status

viiler0 running
viiler3 running
viiler2 stopped, DR backup
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52

ACTIVATE A DR VFILER

The elegance of vFiler DR is thatit breaks all mirrors automatically, and it also containsthe shares,
exports, iISCSImappings, IP addresses, and other settings from the source vFilerunit. Without vFiler DR,
you would have to manually breakmirrors, and recreate all of the configuration manually at the DR
destination site. Note: You could activate from the vFiler DR pluginin the NMC above, but we will show

via CLI.

Here you will shut down vfiler2 on the FAS6280 system, to simulate a disaster atthe source site. The
destination vfiler2 will be activated on the FAS3270 system.

1.

52

First, you will simulate a disaster on the source system:
fas6280> vfiler stop vfiler2

Next, activate the DR vFiler on the destination system:
fas3270> vfiler dr activate vfiler2@fas6280

Display the vFiler status on each system. Obviously in areal disaster you may not be able to see
thatthe vfileron the source system is stopped, butthisisa valid use case for DR testing.
fas6280> vfiler status -a

fas3270> vfiler status -a

As with the previous sessions, you can confirm that CIFS, NFS and iSCSI access continues for
vfiler2 even though it has moved physical controllers.

NFS (Linux)
[root@ ~]# 1s -1 /root/vfiler2
total O

-rw-r--r-- 1 root root 12 Sep 30 01:17 test_vfiler2.txt

CIFS (access from vFiler Shares on desktop)
\\192.168.150.221\vfiler2 nas

iSCSI (access from vFiler Shares on desktop)
Y:\
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file://192.168.0.221/vfiler2_nas

I Search vFiler Shares

Organize * (W7 Open  Sharewith *  New folder
Date modified Type Size: |

7 Favorites Narme *
B Desktop [l cf (Fas3zem) 9/30/2011 2:12PM  Shorteut 2KB
Bt Dowinloads [l cf (Faseza) 9(30j2011 2:12PM  Shorkout 2kB
i Recent Places 12l wFlerl_ch 9(30/2011 2119PM  Shorkout ZKB
=5 Lbraries [zl wfileri_nas 93002011 12:52 &AM Shartcut ZKEB
3 Documents 7 vFiler1_san () 973002011 1:01 AM Shortcut 1KB
J“- Music 3
[ Pictures
B videos
8 Computer [l wfiler3_cs 9/30/2011 2:19 PM Shorkcut ZKB
- [ wfiler3_nas 9/30/2011 12:54 AM  Shortcut ZKB
9j30§2011 1:01 AM Shartcut 1KB

[#s vFiler3_san (2)

&‘l_l Metwork

3 items selected Date modified: 9/30/2011 2:19PM Date created: 2j30j2011 2119 PM
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53 RESYNC A DR VFILER

Now that you’ve simulated a disaster and seen how to bring up a DR vFilerat a destination site, you'll
want to know how to resync the destination site with the source once the disaster isover. Note: You
could resync from the vFiler DR plugininthe NMC above, but we will show via CLI.

In this section you will perform a vFiler DR resync back to the FAS6280 system, failoverthe DR vfiler, and
resync again backto the destination. Thiswill return vfiler2 back to the source system inthe same state it

was before we simulated a disaster above.

Figure 7) vFiler DR Resync Diagram

FAS6280

1. SnapMirror
viiler2 Resync D.R. FAS3270

2. SnapMirror

Resync D.R. .
Y viiler2 D.

\|=
VA

3. Stop D.R. vFiler
4, Start Prod vFiler

1. Toresync therunning DR vfiler2 backto the source production site:
fas6280> vfiler dr resync -c secure -1 root:netappl23 vfiler2@fas3270

fas6280> vfiler dr status vfiler2@fas3270
fas6280> snapmirror status

fas6280> vfiler status -a

2. Once the SnapMirror status in step 1 shows as Idle, you can then stop the DR vFilerand activate
itagain on the source production site. NOTE: Make certain you issue the commands on the
correct simulators.
fas3270> vfiler stop vfiler2

fas6280> vfiler dr activate vfiler2@fas3270
fas3270> vfiler status -a

fas6280> vfiler status -a

3. Now, inordertorestore the DR relationship so thatthe DR vFileronthe FAS3270 returns to the
correct state of Stopped, DR Backup, you will need to again resync the relationship.
fas3270> vfiler dr resync -c secure -1 root:netappl23 vfiler2@fas6280

fas3270> vfiler dr status vfiler2@fas6280
fas3270> snapmirror status

fas3270> vfiler status -a
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4. Finally, you can release the SnapMirrorrelationshipswhich are left over from the resync of the
original source volumes:
fas3270> snapmirror release vfiler2 root fas6280:vfiler2 root

fas3270> snapmirror release vfiler2 san fas6280:vfiler2 san

fas3270> snapmirror release vfiler2 nas fas6280:vfiler2 nas
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VFILER DR USING EXISTING SNAPMIRROR

A new option (-u) was introduced in Data ONTAP 7.3.5 and Data ONTAP 8.1 7-mode to allow creation of
a VFiler DR relationship using an existing SnapMirror relationship. Thismeansthat if you have existing
SnapMirrorrelationships between two storage controllers, you can use them toinitialize a vFiler DR
relationship. All volume mirrorsmust be initialized priorto using this option.

1. Here, we will delete the existing DR relationship for vfiler2 on the FAS62 80, use the volumesto
create new initialized SnapMirror relationshipswith the FAS3270, and then use those
relationshipsto create a new DR Vfiler. This simulates a situation where you already have
mirrored volumesand do not wish to perform a new baseline.
fas3270> vfiler dr delete vfiler2@fas6280
fas3270> vol restrict vfiler2 root
fas3270> vol restrict vfiler2 nas
fas3270> vol restrict vfiler2_ san
fas3270> snapmirror initialize -S fas6280:vfiler2 root vfiler2 root
fas3270> snapmirror initialize -S fas6280:vfiler2 nas vfiler2 nas
fas3270> snapmirror initialize -S fas6280:vfiler2 san vfiler2_ san
fas3270> snapmirror status

2. Once the SnapMirror status shows Idle, you can create the vFiler DR relationship using the -u
option:
fas3270> vfiler dr configure -u -c secure -1 root:netappl23 vfiler2Q@fas6280
When prompted, use the same IP address. Enter e0Ob as the interface, and 255.255.255.0 forthe
subnet mask Answer N to use the same DNS settings.

3. Youcan now check the status and you will see that the vFiler DR relationship has been created.
fas3270> snapmirror status
fas3270> vfiler status

4. NOTE: When using the -u command, the vFiler DR configure process will change the existing
settings in /etc/snapmirror.conf to every 3 minutes. In a production scenario you will wantto
change these settings back to an interval of your choosing.

CLEANUP

Stop the DR vFileronthe FAS6280 and activate the vFiler unit on the FAS3270:

56

fas6280> vfiler stop vfiler2
fas6280> vfiler status -a
fas3270> vfiler dr activate vfiler2@fas6280

fas3270> vfiler status -a
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6 MOVING THE VFILER ROOT VOLUME

To move the root volume into a different aggregate, the vfilermust be stopped, destroyed and recreated
using the same root volume name. The newroot must be renamed to the old root name.

NOTE: You can rename any VFilervolume (including root) with vol renameold new at any time, however
to actually move the root volume requires that we destroy and recreate the vFiler using the same name of
the root volume before/afterthe move to anotheraggregate.

The procedure belowwill move the vfilerl_root volume to newroot (which will become vfilerl_root)

1. Create anew root volume, restrict it, and vol copy the existing root to the newroot:
fas3270> vol create newroot -s none aggr0 20m

fas3270> vol restrict newroot

fas3270> vol copy start -S vfilerl root newroot

2. Stop and destroy the Vfiler:
fas3270> vfiler stop vfilerl

fas3270> vfiler destroy vfilerl

3. Rename volumesso the newroot isthe same name as oldroot

fas3270> vol rename vfilerl root oldroot

fas3270> vol rename newroot vfilerl root

4. Online the newroot volume and recreate the vfiler:

fas3270> vol online vfilerl root

fas3270> vfiler create vfilerl -r /vol/vfilerl root

5. NOTE: The eObinterface will not be configured and needsto be configured. You will needto
ifconfig the interface. You will also need to update the rc file in a production environment.

fas3270> vfiler status -a
fas3270> ifconfig e0b alias 192.168.150.220

fas3270> vfiler status -a
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7 SNAPMIRROR BETWEEN VFILER UNITS

Here we show two methods of mirroring between vfilerunitson the same physical controller, one using
the vfiler network, and the other using physical filerloopbackaddress(vfiler0). The advantage of mirroring
from a vfileris if the vfiler moves, then the mirror follows. If you are mirroring from vfiler0, mirrors need to
be resynced when moved to a new target controller. The advantage in mirroring from vfilerQ isif there isa
DMZ or no network route between vFiler units, you can still replicate data.

NOTE: If you run snapmirror from the vFiler, the logs are in /etc/log/snapmirror of the vFiler, not vfilerO.
Logsreside wherever the mirror runs (on both source and target).

NOTE: If you plan on using snapmirror multipathing, thatisonly supported in vfilerO and not in individual
vfilers. Thisis also required for snapmirror compression, so using vfilerO for mirrors is most useful in

these environments.

Figure 8) SnapMirror Using The vFiler Network

FAS3270

vfilerl_source

viilerl -~

SnapMirror

vfiler2

SNAPMIRROR USING THE VFILER NETWORK

1. Confirm you can ping both vfilers:
fas3270> ping 192.168.150.220

fas3270> ping 192.168.150.221

2. Next, create the volumes you want to mirror and add them to both vFilerunits.

fas3270> vol create vfilerl source -s none aggr0 20m

fas3270> vfiler

add vfilerl /vol/vfilerl source

fas3270> vol create vfiler2 dest -s none aggr0 20m

fas3270> vfiler

add vfiler2 /vol/vfiler2 dest

3. Now you can turn on SnapMirror and mirror the volumes.

fas3270> vfiler
fas3270> vfiler
fas3270> vfiler
fas3270> vfiler

192.168.150.220:

fas3270> vfiler

run * snapmirror on
run * options snapmirror.access *
run vfiler2 vol restrict vfiler2 dest

run vfiler2 snapmirror initialize -S
vfilerl source vfiler2 dest

run vfiler2 snapmirror status
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SNAPMIRROR USING THE VFILERO LOOPBACK

In this method, you do not use any externally connected network interfaces to carry the SnapMirror
replication traffic. Thismeansthat you can mirror traffic between two vFilerunits that do not have any
network connection. Thisisa good way to replicate data from production to a DMZ.

Figure 9) SnapMirror Using vFilerO Loopback

vFilerQ

viiler1i —_ vfilerl_source2

FAS3270 P

2

SnapMirror #

DMZ IPSpace < 5

vfiler2 —

‘
viiler2_dest2:RO
L ———————

1. Asabove, create the volumes you want to mirror and add them to both vFilerunits.

fas3270> vol create vfilerl source2 -s none aggr0 20m
fas3270> vfiler add vfilerl /vol/vfilerl source2

fas3270> vol create vfiler2 dest2 -s none aggr0 20m
fas3270> vfiler add vfiler2 /vol/vfiler2 dest2

2. Thistime whenyou initialize the SnapMirror, note that the command has no IP source or
destination address.
fas3270> vol restrict vfiler2 dest2

fas3270> snapmirror initialize -S vfilerl source2 vfiler2 dest2
fas3270> snapmirror status
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8 APPENDIX A — LAB CONFIGURATION FOR REFERENCE

BASIC LAB CONFIGURATION

# username root
# password netappl23
# eOa 192.168.150.nnn/24

fas6280 nnn=210 fas3270 nnn=211 vfilerl nnn=220 Vfiler2 nnn=221 vfiler3 nnn=222
# gateway 192.168.150.2

# dnsdomainname lab.local

# dns server 192.168.150.11

# cifs setup multiprotocol; lab.localdomain lab\administrator:netapp123

# cifsadministrator administrator

# cifs password netappl23

# timezone GMT

# language C.UTF-8

# admin host 192.168.150.31

IPS

192.168.150.2 gateway

192.168.150.11 Windows 2008 host (RDP landing) login: administrator: netappl123
192.168.150.31 CentOS 6 host#1 login: root: netapp123
192.168.150.210-229 VSIM and vFilers login: root: netapp123

CHANGE VM SETTINGS

Change description (VMware) for each VSIM to "vsim_8.1-7mode nodel, node2" foreach of the 2 nodes
6280, 3270

Change all 4 interfaces eOa/eOb/e0Oc/e0d to NAT (from custom and bridged)
Change (disconnect) both serial ports undersettings | otherdevices so no serial port conflicts

DO NOT Change from 2 CPU, 2048MB RAM (required for VSIM)

CHANGESERIAL NUMBERS (SO NO DUPLICATION IN ONCOMMAND)

Change serial# of each VSIM for System Managerand Operations Manager - Default SYSID =
123454321

CTRL-C at the boottimerto getto SIMLOADER
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There are two bootvariables and one (bootarg.nvram.sysid) takes precedentin setting the UID's. If you're
looking to avoid UID conflicts, the best thing to do is set bootarg.nvram.sysid and SYS_SERIAL_NUM to
the same value, and do this prior to first boot and initializing the disks. That prevents having to go through
maintenance mode to reassign

the disks. Other UID's may also be fixed and harder to change afterthe first complete boot.

Also, the system ID formatisa 10-digitnumber. The lasttwo digitsof the number need to be unique
within the C-Mode cluster for the disk UID's to be unique. So one way to manage the valuesisto use the
first 8 digitsto represent the cluster, and the last two digitsto represent the node. For example:
11111121101,11122111102,...,2222222201, 2222222202, etc.

To set the values, you'll need to enter:

SIMLOADER> set bootarg.nvram.sysid 1111111101 #use 01,02 for each of the 2 nodes 6280, 3270
SIMLOADER> set SYS_SERIAL_NUM 1111111101 #use 01,02 for each ofthe 2 nodes 6280, 3270
SIMLOADER> boot #"Y" to system override sysid

CTRL-C Boot Maintenance Mode -you must run option 4 after changing sysids

Option (4) Clean configuration and initialize all disks.

ADD DISKS (SIM HACK FROM MIROSLAV)

The default ssmulator comes with 28 simulated disks of 1GB each. It is possible to increase the simulated
disk count to 56 simulated disks. Any disk filesabove the first 56 are ignored. The following procedures
will provide step-by-step instructions for doubling the disk count to 56 disks and making the disks
available foruse. unlockthe diag user and assign ita password:

priv set advanced

useradmin diaguser unlock

useradmin diaguser password # netappl23
logintothe system shell using the diag user account:

systemshell

login: diag

password: netappl23

Add the directory with the simulatordisk toolsto the path:

setenv PATH"${PATH}:/sim/bin"
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echo $PATH

Go to the simulated devicesdirectory:

cd /sim/dev

Is ,disks/

At this point you will see a number of files which represent the simulated disks. Notice thatthese files
start with "v0." and "v1.". That meansthe disk are attached to adapters 0 and 1, and if you countthe disk
filesyou'll see that there are 14 ofthem on each adapter. Thisissimilarto the DS14 shelf topology with
each shelf attached to its own adapter. We will nowadd two more sets of 14 disks to the currently unused
adapters 2 and 3:

makedisks.main -h

sudo makedisks.main -n 14 -t 23 -a 2
sudo makedisks.main -n 14 -t 23 -a 3
Is ,disks/

*** NOTE: Type 23 for 1GB disks and 8.1 added 2 and 4GB disk types with types 30-33 (30-31 for
SAS 520 Blocks per sector, 32-33 for SATA 512 with less usable)

30 NETAPP__VD-2000MB-FZ-520 2097,512,000B 2159,272,960B Yes 520
31 NETAPP__VD-4000MB-FZ-520 4194,304,000 B 4289,192,960B Yes 520
32 NETAPP__VD-2000MB-FZ-ATA 2097,512,000 B 2391,810,048B Yes 512
33 NETAPP__VD-4000MB-FZ-ATA 4194,304,000B4751,106,048B Yes 512

The first invocation of the command prints usage information. The remaining two commandstell the
simulated disk creation tool to create 14 additional disk("-n 14") of type 23 ("-t 23") on adapters 2 and 3
(e.g., "-a2"). Data ONTAP 8.0.1 supports simulated disks 1GB or smaller. Even if you see larger disks
listed in the usage information, please resist the temptation to add them to the simulator. It will only cause
Data ONTAP to panic on boot and force you to recreate the simulator from scratch.

Now we're done with the system shell. We need to reverse some of the earliersteps and reboot the
simulatorso thatit sees the new disks:

exit
useradmin diaguser lock
priv set admin

reboot
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After the reboot complete, log backin and take ownership of all the new disks:
disk show -n
disk assign all
disk show -v

You should now see 56 disks of 1GB each listed in the simulator. The new disks should be listed as
already zeroed and ready to use inside an aggregate.

CONFIGURATION FOR BOTH 6280 AND 3270 NODES

disk assign all # non root disks change to the vsim
aggr create aggrl -r 25 50 # Configuration for Both 6280 and 3270 nodes
options autosupport.enable off

vol rename vol0 root

license add # add license keys

options security.passwd.rules.history 0

options httpd.enable on

options httpd.admin.enable on

options tls.enable on

options ndmpd.enable on

options snapmirror.enable on

options snapmirror.access *

options timed.servers 192.168.150.11

options timed.enable on

admin host is 192.168.150.31

cifs setup (for all vfiler0 and vfilers) - keep names fas6280, fas3270, vfilerl,
vfiler2, vfiler3

n no wins

1 multiprotocol

netappl23 root password

1 domain lab.local

netappl23 local administrator netappl23

options licensed_feature.flexcache_nfs.enable on
options licensed_feature.iscsi.enable on

options licensed_feature.multistore.enable on
options licensed_feature.nearstore_option.enable on
vifiler limit 4

reboot

vol create vfilerl root -s none aggrl 20m

vol create vfilerl nas -s none aggrl 400m

vol create vfilerl san -s none aggrl 400m

vol create vfiler2 root -s none aggrl 20m

vol create vfiler2 nas -s none aggrl 400m

vol create vfiler2 san -s none aggrl 400m

63 CR-3-133 Hands-On MultiStore Advanced Lab Guide



vol create vfiler3 _dmotion_root aggrl 10g # 6280 only. Not 3270. 3270 will
autocreate from dmotion

options autologout.telnet.enable off
options autologout.console.timeout 180
options autologout.telnet. timeout 180
ipspace create ipspacel

ipspace assign ipspacel eOb

ipspace list

CONFIGURE VFILERS ON FAS6280

vfilerl

fas6280> vfiler create vfilerl -s ipspacel -i 192.168.150.220 /vol/vfilerl root
/vol/vfilerl nas /vol/vfilerl_san

Setting up vfiler vfilerl

Configure vfiler IP address 192.168.150.220? [y]:
Interface to assign this address to: eOb

Admin host 192.168.150.31

Dns lab.local, 192.168.150.11 nameserver

vfiler run vfilerl cifs shares -add vfilerl nas /vol/vfilerl nas
vfiler run vfilerl cifs shares

vfiler run vfilerl options snapmirror.enable on

viiler run vfilerl options snapmirror.access *

vfiler run vfilerl secureadmin setup ssh # enter all all defaults
vfiler run vfilerl secureadmin enable ssh

vfiler run vfilerl exportfs -av

vfiler run vfilerl igroup create -i -t windows vfilerl iscsi

vfiler run vfilerl igroup add vfilerl iscsi iqgn.1991-
05.com.microsoft:win2k8r2.lab.local

vfiler run vfilerl lun create -o noreserve -s 32m -t windows
/vol/vfilerl san/vfilerl lunl

vfiler run vfilerl lun map /vol/vfilerl_ san/vfilerl lunl vfilerl iscsi

vfiler2

fas6280> vfiler create vfiler2 -s ipspacel -i 192.168.150.221 /vol/vfiler2 root
/vol/vfiler2 nas /vol/vfiler2 san

Setting up vfiler vfiler2

Configure vfiler IP address 192.168.150.221? [y]:
Interface to assign this address to: eOb

Admin host 192.168.150.31

Dns lab.local, 192.168.150.11 nameserver

vfiler run vfiler2 cifs shares -add vfiler2_nas /vol/vfiler2_nas
vfiler run vfiler2 cifs shares
vfiler run vfiler2 secureadmin setup ssh # enter all all defaults

vfiler run vfiler2 secureadmin enable ssh
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vfiler run vfiler2 exportfs -av
vfiler run vfiler2 igroup create -i -t windows vfiler2 iscsi

vfiler run vfiler2 igroup add vfiler2 iscsi ign.1991-
05.com.microsoft:win2k8r2.lab.local

vfiler run vfiler2 lun create -o noreserve -s 32m -t windows
/vol/vfiler2 san/vfiler2 lunl

vfiler run vfiler2 lun map /vol/vfiler2 san/vfiler2 lunl vfiler2 iscsi
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vfiler3

fas6280> vfiler create vfiler3 -s ipspacel -i 192.168.150.222
/vol/vfiler3 dmotion_root

Setting up vfiler vfiler3

Configure vfiler IP address 192.168.150.222? [y]:
Interface to assign this address to: eOb

Admin host 192.168.150.31

Dns lab.local, 192.168.150.11 nameserver

vfiler run vfiler3 cifs shares -add vfiler3 root /vol/vfiler3_dmotion_root
vfiler run vfiler3 cifs shares

vfiler run vfiler3 secureadmin setup ssh # enter all all defaults

vfiler run vfiler3 secureadmin enable ssh

vfiler run vfiler3 exportfs -av

vfiler run vfiler3 igroup create -i -t windows vfiler3 iscsi

vfiler run vfiler3 igroup add vfiler3 iscsi iqgn.1991-
05.com.microsoft:win2k8r2.lab.local

vfiler run vfiler3 lun create -o noreserve -s 32m -t windows
/vol/vfiler3 dmotion_root/vfiler3 lunl

vfiler run vfiler3 lun map /vol/vfiler3 dmotion_root/vfiler3 lunl vfiler3_ iscsi

Edit /etc/rc and enter manually the line below to add a default route in the IPSpace:
fas6280> vfiler run vfilerl route add default 192.168.150.2 1

SETTINGS TO CHANGE FOR ALL VFILER UNITS

vfiler run * options security.passwd.rules.history 0
vfiler run * options httpd.admin.enable on

vfiler run * options tls.enable on

vfiler run * options ndmpd.enable on

vfiler run * options snapmirror.enable on

vfiler run * options snapmirror.access *

vfiler run * options iscsi.ip_based tpgroup on # data motion requirement
OTHER CONFIGURATION
Make Windows 2008 (or other) DNS entries for all 5 systems (2 vfilerO, 3 vfiler)

Setup iSCSI

Create 11 desktop shortcuts (2 physical, 3 per vfiler) C$, vfiler_nas, vfiler_san (shortcut to x:, y:, z:)
drives.

Write a file to each NAS share and iSCSI LUN.
Install Linux, disable firewall, disable screen saver
mkdir /root/vfilerl /root/vfiler2 /root/vfiler3

Add NFS mountsin the linux machine’s/etc/fstab for /root/vfilerl /root/vfiler2 /root/vfiler3

vfilerl:ivolivfilerl_nas Iroot/vfilerl nfsrsize=32768,wsize=32768,timeo=600,intr
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vfiler2:ivolivfiler2_nas Iroot/vfiler2 nfs rsize=32768,wsize=32768,timeo=600,intr

vfiler3:/volivfiler3_dmotion_root/nas  /root/vfiler3 nfs rsize=32768,wsize=32768,timeo=600,intr

Install all nfs packages to get around wrong fs type errors ...system administration add/remove software

Do a software update on linux

Disable SE Linux

setenforce 0 # realtime disable
vi /etc/selinux/config

change SELINUX=enforcing to to SELINUX=disabled

SOFTWARE INSTALLATION

Install Java, Perl, Adobe Flash, System Manager2.0R1, NetApp Management Console (NMC), and the
vFiler DR plugin forthe NMC on the Windows host and add the two simulators (6280, 3270) to System
Manager.

Install OnCommand 5.0 on the Linux host:

.JJoccore-setup-5-0-linux-x64.sh -0

dfm plugin add filerconfig Linux64.zip

Download the 8.1RC1 64-bit plugin from NOW:
https://now.netapp.com/NOW/download/software/ontap/8.1RC1/dfm plug-in.shtml

dfm service list # make sure all are started.
dfm option set vFilerMonInterval=lmin

dfm vfiler add all

dfm sslserversetup
dfm options set httpsEnabled=on

dfm options list httpsEnabled

dfm service stop http
dfm service start http

dfm option set serverHTTPEnabled=Enabled

JAVA Install

http://java.com

download

sudo su -

cd /usr/java

chmod a+x jre-6u29-linux-x64-rpm.bin

./ jre-6u29-linux-x64-rpm.bin # install

java -version # test java version
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cd /usr/lib/mozilla/plugins

1In -s /usr/java/latest/lib/amdé64/libnpjp2.so # required to work in Mozilla
browser

http://www.java.com/en/download/help/testvm. xml # test java

Authenticate NMC to the controllers root and ndmp

http://localhost:8080/dfm/welcome # http

http://localhost:8080/start.html # http to NEW OnCommand5 dashboard
http://localhost:8443/dfm/welcome # https

http://localhost:8443/start.html| # https to NEW OnCommand5 dashboard
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http://localhost:8080/dfm/welcome
http://localhost:8080/start.html
http://localhost:8443/dfm/welcome
http://localhost:8443/start.html

9 APPENDIX B — CREATE A VFILER WITH SYSTEM MANAGER 2.0

1. Open System Manager 2.0 from the icon on the Windows deskiop. Selectthe FAS3270 and click
the Login button.
£%NetApp OnCommand System Manager - Windows Internet Explorer

Iihttp:ﬂflzlu‘u‘l' fesid=1 6191224350761 2806551091854261340 P& [+ x W hetapp OnCommand System... X ot g te3

Tools ¥ Help ~

oy

[ Login HDiscover | [ Add X Remove | S Refresh

Storage system name 4 Address Type Version SystemID

1553270 Isb Joc 3l 182.158.0.211 Storage Controller 8.1RC1 7-Mode 4030804013

12562580 Iab.joc 8l 192,168.0.210 Storage Controller 8,1RC1 7-Mode. 4030804018

2. Clickon vFiler units.

£ Netapp OnCommand System Manager - Windows Internet Explorer

[=1E3
[ tesiero0. . 5131224350761 0 O=][E/[*+| X | P netapp oncommand system... x Ak
Took ¥ e ¥ n
@ - NetAppr
Home ‘
« | vriker units
4 0 1352270 - -
B Storage [& create Eiear X pe ©start Qstop | D Refresn
Fiker units Name = Status IPspace Allowed Pratacols RSH
> 17, Cenfiguration
» [E8 Disgrostecs

Name: wvflerd
Rootpath:  /

DNS domain:  lsb.local
NIS domain:

Details ‘ Storage ‘ Netwiork ‘
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3. Clickon Create.

indows Internet Explorer

4350 an L] E/[*2] X W etapp Oncommend system... x

« | vriler units
4 @@ fas3270 " Create vFiler unit Wizard x|
B Storsge [ create Efedt X Deiete | © start
O ver unts Name & Welcome to the Create vFiler unit Protocols REH

s E- Wizard

b 9y, Cenfigurstion
b [ Disgnostics

This wizard hefps you create new vFier unit and attach
Storage units to t.

Name: wvfilerd
Root path: |

DN domain:  lab.local To continue, click Next

NIS domain:
<Back
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4. Click Next.

“NetApp OnCommand System Manage:

dows Internet Explorer

hitte:[/127.0.0.1 i 4350 40 pﬂ B¢ x ¥ netApp OnCommand System... X I_I
“ NetApp
« 1 vrler units
4 I 1233270 Create vFiler unit Wizard x
B Storsge B create [Fedt X neete | O start |
O ver unts Name & Welcome to the Create vFiler unit Protocols REH
s e | Wizard
b 9y, Cenfigurstion
I | B8 Disgnostics

This wizard hefps you create new vFier unit and attach
Storage units to t.

Name: wvfilerd
Root path: |

DNS domain:  lab.local

To continue, click Next
NIS domain:

<Back Next: Cancel

o [ |t

5. Fillinthe detailsbelow (vfilername: test, browse for existing vfilerl_root volume)and click Next.

2 Netapp OnCommand System Manager -

dows Internet Explorer

[-[O[x]
[ 2o 1127.0.01 4350 40 O][][*2]1X | 10 etane oncommand system... x v 22
Tooks ¥  Help ¥ “
@ NetApp"
il
« | vHiler units
+ @ fes3270 Create vFiler unit Wizard x
+ B storage [ create Efeat X Deiete | O start
Filer Unit Details
m . Name & v
U"H’m Specify the name and root path for this vFier unit

&+ Sy, Configuration
b B8 Disgnostics

Name :

test

Root path details

Enter the roat path for the vFiler unit. This path wil be used to
store the configuration information for the vFier unit

' Create new volume

Volume: vol_030ct2011_190413
Size: 50 MB ~

@ Select existing volume/atree
. Viierd Volume/Qtree:

Aggi

Jvol/filerl_root Browse.
Root path: /
DNS domain:  lb.local To continue, click Next
NIS domain:
@Back Next Cancel

_oetais || Sirsge | et |
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6. Fill inthe networking details. Enteripspacel for the IPSpace, 192.168.150.223 forthe IP

address, 255.255.255.0 forthe netmask, e0Ob for the interface, and click Next.

£ENetapp OnCommand System Manager - Windows Internet Explorer

[P esnero0a 4350 a0 L] |El[#2] %] W etapp oncommand system... X
Tocls ¥ Help ¥
I Netapp:

@

ol

« 1 vrler units
4 ® 532270 - = Create vFiler unit Wizard x
B Storage B create [Fedt X neete | O start |

Fier onits Name & Network Details R p—

= Specify IPspace and IP address for this vFiler unit

b 2, Configuration

I [E Disgnostics

Pspace: ’\psua{eli -
What is IPspace?

1P Address
wpaddess  [lo2.168.0.223
WewrasifPrefo [255.255.2550 |

Interface: 20b [<]

Name: vfilerd

Root path: |

DNS domain:  lab.local To continue, cick Next
NIS domain:

«Back Nexts Cancel

o [ |t

7. Clickon 3 protocols (all but RSH) and click Next.

£ NetApp DnCommand System Manager - Windows Internet Explorer
& [/ esnzz00.

[
4350 10 OB+ 10 etane onconmand system... x ) %
Took ¥ Hep ¥
@ “ NetApp"
—
« | vHiler units
4 @ 1253270 = Create vFiler unit Wizard x
+ B storage [ create Efeat X peiete | © start
O3 wFer units fame Erotncul Protocols RSH
Select protocols that vall be allowed access to the vFiler unit
b 2, Configuration
PR Allowed Protocols
T NFS
v CIFs
2=
I RSH
Name: wiero
Root path: /
DNs domain:  b.local To continue, dlick Next
NIS domain:
«Back Next» Cancel
Details ‘ Storage J MwurkJ
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8.

“NetApp OnCommand System Manage:

Enter the admin host 192.168.150.31 and the password netapp123 and click Next.

dows Internet Explorer

hitte:[/127.0.0.1 5 4350 40 LI X | 10 uetagp oncommend system.. x
« 1 vrler units
4 [ 1533270 = Create vFiler unit Wizard x
B Storsge B create [Fedt X neete | O start |
T viter units Name & Administration (optional)

7 snaphiror
b 9y, Cenfigurstion
I [E Disgnostics

9.

2 Netapp OnCommand System Manager -

You can optionally specify the administration details of this vFiler unit

Specty the TP address of the host from which you want to control

this vFiler unit
192.168.0.31

Administrative host:

Root credentials

Passwiord: seesescee
Corfirmpassord:  |eewemeses|

Name: wvfilerd

Root path: |

DN domain:  lab.local To continue, dlick Next
NIS domain:

«Back Nexts Cancel

o [ |t

Click Next.

dows Internet Explorer

==
AT/ [ 2o 1127.0.01 4350 40 O] E[[+#]1X | 1W vetap oncammand system... %
Took ¥ Help ~

i

« | vHiler units
4 W fas2270 = Create vFiler unit Wizard x
+ B storage [ creste Efedt X peete | © start
E——— Name & vFiler unit summary e

7 =napwiror
&+ Sy, Configuration
I |E Disgnostics.

73

Review the summary before creating your vFiler unit

Create a new vFiler unt with folowing settings

Name : test

Root path Jolfiiert_raot
IP address 192.168.0.223
Interface

Netmask/Prefix 255.255.255.0

Albwed Protacols NFS, CIFS, ISCST

Name: wfikero

Root path: /

DNS domain:  lb.local To continue, click Next
NIS domain:

«Back Next Cancel

_oetais || Sirsge | et |
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10. Click Finish.

“NetApp OnCommand System Manage: dows Internet Explorer

Fetp:1122,0.0.1 4 4350 40 L] E/[*2] X W etapp Oncommend system... x

vFiler units
4 I 1233270 = Create vFiler unit Wizard x
B Storsge B create [Fedt X neete | O start |

O ver unts e o
b 9y, Cenfigurstion
b [ Disgnostics

Completing the Create vFiler unit Protocols REH

wizard

‘test'created successfully

Summary of the new vFiler unit
Raot path detals : fvolivfierl_root
1P address : 192.168.0.223

To configure the vFier unit for CIFS access, setup
CIFS by launching the CIFS Setup Wizard from
CIFs configuration page

Name: wvfilerd
Root path: |

DNS domain:  lab.local To complete this vizard, click Finish

NIS domain:

11. Add 2 more volumes. Selectthe test vFilerunit and click Edit.

£ Netapp OnCommand System Manager - Windows Internet Explorer =] E3

J -l |
7 W esnzona 4350 40 O] E[[+#]1X | 1W vetap oncammand system... % Ak
Took ¥  Help ¥
@ T “ NetApp"
Fome |
« | vFiler units
@@ {83270 S -
> B storage 3 create [reat X © st D stop | G Refresn
wFiler unis flagne v Status IPspace Allowed Protocols RSH
o snpvarer I I N - 3= lobed |
> 2, Cenfiguration hilero running defaut-ipspace NFS, CIFS, 5CST Enabled
> B Disgnosties
Name: test
Reot path: Jvol/vfiler1_root
DNS domain:
NIS domain:

Details ‘ Storage || Netwrork |
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12. Selectthe Storage tab and click the Add button.

EENetApp OnCommand System Manager - lows Internet Explorer

4350 40 L] |El[#2] %] W etapp oncommand system... X

« 1 vrler units
4 @ fas3270 Edit test settings x
3 create EXedt X Delete | O stat @
> [8) storage oot === = General | Storage || Metwork | DNS | NS | ;
wFier units e o B wed Protacals RSH
gs"*“’“’“” ENNNNNNNE o ot
» ¥, Configurstion
Vilerd N oot path: folpvflert_root | CIFs, iscst Enabled

© B8 Disgnestics.
Allowed protocols
7 NFS
= cFs
7 1scs1

[ RsH

Name: test
Root path: Jvol/vfilerl_root
DNS domain:

NIS domain:

4350 an L]|E/[*2] X W etapp oncommend system... x

« | vriler units
4 [ fas3270 5 = 5 = Edit test settings %
[ creste Efeat X peete | © start
> B storsge = = = General || Storage || Network || DS | s | ;
wFier units e s wed Protacols RSH
T R 7 21 oy i e s T "
» 2\, configurstion vfikrd n Additional paths | CIFS, i5CST Enabled
I | B8 Disgnostics
Path
Name: test
Root path: Jvol/vfilerl_root Add Remove.
DNS domain:
NIS domain:
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14. Selectthe DNS tab, enter lab.local and 192.168.150.11, then clickSav e and Close.

ietApp OnCommand System Manager - Windows Internet Explorer

[P ez ier00. . 4350 0 L= |E/[*2][ X | 10 netapp oncommand system... x ind
Took ¥ Heb ¥
= [, P
i
« 1 vrler units
4 03 33270 = = 5 = Edit test settings x
[# create [E7Edt X Deiete | © start
> [ storage == === = General | Storage || Wetwork | DNS | 13 | I
O ver unts e o s wed Protacols RSH
e ETNE s ke
# °\ Configurston viilerd n | CIFs, Enabled
» [ Disgnostics DNS servers
Server Address
"is2.188.0.11
Name: test
Root path: Jvol/vfilerl_root
DNS domain:
NIS domain:
Save Save and Close Cancel
Details ‘ Storage J Network J
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10

APPENDIX C - CREATE A VFILER WITH PROVISIONING MANAGER

NOTE: You will need to add a vfilerdefault route by adding a route add default statementin the vfiler0
letc/rc file.

Steps required to create a vFilerunitusing Provisioning Manager:

Create a resource pool

Create a vFilertemplate

Create a vFilerunit

Create a provisioning policy

Create a dataset and assigh storage

CREATE A RESOURCE POOL

1.

Openthe NetApp Management Console (NMC) and select the Hosts Pane - Storage Systems,

clickthe Details tab onthe bottom, then click on the FAS3270. Confirm that all licenses you need
are installed.

[l NetApp Management Console : Manage Data - root on 192.168.0.31 H[=l
File View Tasks Help “
= " NetApp
o o £ @ | Grow |51 Global [~ .
Dashhoards Storage Systems
@ Data [& add [E7Edt X Delete ©) Diagnose ') Refresh
Policies Name & = Systam Status % Login Credertials ~ | NDMP Status % NDMP Credentils
| = ___
[ S [ fagG280 0‘/ Online Up
* Storage Systems
Aggregates
VFiler Units
0S8V
VvFiler DR Units
[+
conerel Licenses
IP address: 192.168.0.211 Name Licensed &
Modet SIMBOX Snaphirror Yes (=]
Mirrored Yes SnapVault Data ONTAP Secondary Yes
SnapV/ault Data ONTAP Primary Yes
Backup destination: Yes SnapVaul Windows Primary Yes
Backup source:  Yes SnapVault Windows Open File Manager  Yes
Credentiale Snap'/ault Unix Primary Yes
Snap'/autt Li Prit A
Login user name:  root N adk Linux Primary &
NearStore Option Yes
NDMP user name:  root Decuplication Yes
Service status SnapMirror Sync Yes
NFS: Up CFS Yes
NFS ¥
oFs e =
iscsl es
ISCSI, Uy
! " Muttistore Yes r
FCP: Down =
Notifications Fee to €l
Get Started Details I Usage | Paths ‘ Input Relationships | Output Relationships

77
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2. From the navigation pane, click Data > Resource Pools. Clickthe Add button to start the setup
wizard.

[l NetApp Management Console : Manage Data - root on 192.168.0.31 [_[O]x]

File View Tasks Help

G o [2) @ | crowp (5] Global [+ = “ NetApp'

Dashboards Resource Pools
@ Ul Baga FEat X Deets
’ * Datasets
* Resource Pools Name & = | Total Size Available Size Space Status v | Utilization Description
* Externel Relaionstis __—
» Unprotected Data 4 Defautt Storage Service Primary Pool 0 KB o Mormal Resource poal for provis..
* Jobs
* Groups

¥ Custom Fields

[+
Aggregate Total Size Committed Size | Available Size | Utiization 2
-
Policies
Hosts
Space Brealout | Detsils ‘ D=p=nd=m:iesJ
Get Started
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3. Click Next.
[yl Add Resource Pool Wizard | x|

Welcome to the Add Resource Pool Wizard.

Thiz Wizard will help you construct resource pools.

Resource pools are collections of physical rezources from which storage
containers can be provizioned.

To continue, click Mext.

= Bacl | Mext = I Cancel
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4. Entertestin General Propertiesthen click Next.

[yl Add Resource Pool Wizard | x|

General Properties

Mame: |test|

Description: |

Owner: |

Contact: |
Fiiter Time Zone

- D e fault (currently GMT -4:00)
Africalbidjan
Africalbcera
Africaibddis_Ababa
Africalblgiers
Africalsmara
Africalsmera
AfricaBamako
AfricaBangui [T

To continue, click Mext.

= Back | Mext = I Cancel
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5. Clickon the fas3270 and click the > arrow to add to the resource pool, and click Next.

[yl Add Resource Pool Wizard | x|

Phy=zical Bezources

You can select from the

Group:

5 Global [*

Resource Type:

Hosts [T

Available physical resources: Resources in this resource pool;

= |5l Global
+ fag3270
+ fasB280

ey

=

EIEEE]

To continue, click Mext.

= Back | Mext = I Cancel
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6. Leave the Resource pool label blankand click Next.

[yl Add Resource Pool Wizard

Labels

You can et the label for the Jroe pool andior ts members.

Resource pool label: [T
Resource ~ | Lakel ~ B
fas3270 L

Cl

Specitying a label iz optional. However | if specified, only thoze resource pools and its members which
match thiz label will be uzed for provisioning the dataset.

To continue, click Mext.

= Back | Mext = I Cancel
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7. Confirm Space Thresholds (increate thresholds per below) and click Next.

Add Resource Pool Wizard

Ll

Space Thresholds

You can configure thr

Space thresholds

Enable event generation

Mearly Full threshold (96} |EIIII

Full threshald (%) |EIS

Aggregate overcommitted thresholds

'@' Aggregate overcommitted thresholds are specified as a percentage of aggregate size

Enable aggregate overcommitted thresholds

Mearly overcommitted threshold (96} |3IIIIIIIII

Owvercommitted threshold (%) |4IIIIIIIII

To continue, click Mext.

= Back | Mext = I Cancel
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8. ClickFinish.

Add Resource Pool Wizard [ x|

Completing the Add Resource Pool Wizard.

You have successfully completed the Ldd Resource Pool Wizard

Summary of tasks completed:

- Crested a resource pool named: "test”
Titme Zone: GhT -4:00
Resource Label:
Mearly Full threshold (96 90
Full threshold (%) 95
Aggregate nearly overcommitted threshald (%) 3000
Aggregate overcommitted threshold (%) 4000

- Added resources:

faz3270

To complete this wizard, click Finish.

= Back | Finish I Cancel
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9. Youcan now see your created Resource Pool.

etApp Management Console : Manage Data - root on 192.168.

1
file View Tasks Help

&P @ | Growp |5 Global [=

El Dashboards D

Resource Pools

Space status: " [lormal

Aggregate datasets

Dataset

Policies |

Hosts |

Space Breakout I Details J Dependencie:J
Get Started I

CR-3-133 Hands-On MultiStore Advanced Lab Guide

Aggregate Space Used

Rl B oA BrEd X Deete

* Datasets

» Resource Pools Name & ~ |Total Size Avallable Size Space Status = | Utilization Description [_]
+ External Relationships 'Y}’ Default Storage Service Miror Pool 0 KB 0KB « Normal 0% Mirror Resource pool for
e s 't} Defautt Storage Service Primary Pool 0 KB 0KB « Normal Resource pool for provis

» Groups

* Custom Figlds

Aggregate Total Size Committed Size | Available Size | Utilization g] Aggregate properties

nE:)




CREATE A VFILER TEMPLATE

1. From the navigation pane, select Policies >v Filer Templates. Click the Add button to start the
setup wizard.

[l Netapp Management Console : Manage Data - root on 192.168.0.31 =] B3

File View Tasks Help

o Izj @ Group |[5] Global [« R S “ NetApp'

——
Dashboards Policies vFiler Templates
@ ULIE] B ace Bres By x
! Name = Description = CIFS authentication mode DNS domain =]
Protection -
Provisioning

* vFiler Templates

Storage Services

Hosts

Notifications

Get Started
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2. Click Next.

Welcome to the Add vFiler Template Wizard

The wizard helps you creste a vFiler Template.

The vFiler template helps you configure settings for a vFiler unit.

To continue, click Mext

= Bacl | Mext = I Cancel
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3. Entertest and click Next.

[l Add wFiler Template Wizard E3

vFiler Template Owverview

O 1 the d o ne g= far the vFiler template.

Mame: test

Description:

Administrative host:

To continue, click Next

= Back | Mext = I Cancel
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4. AddDNS settings. Enter lab.local for the domtain name and 192.168.150.11 fora hame server.
Click on Add then click Next.

[l Add wFiler Template Wizard Ed

DNS and NIS Settings

ou m

DHS domain
Mame: |Iah.lu:u:al
Servers: |1a2168.0.11 B Add X Delete
192.168.0.11 +
¥
HIS domain
Mame:
Servers: B 200 X Delete
+*
¥

i Erter ether IPvd or IPVE address.

To continue, click Next

= Back | Mext = I Cancel
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5. For CIFS Settings, select MultiProtocol, Active Directory and click Next.

6. ClickFinish. You can now see your created vFiler Template.

[l NetApp Management Console : Manage Data - root on 192.168.0.31 H=1

File View Tasks Help

¢ o [2) @ | crow |51 Gloval [+ — “ NetApp:

Dashboards | vFiler Templates
@ fate '| B ace [Edt “2copy X Delete
| e % Description & CFS authentication mode DNS domain =

* Provisioning
* vFiler Templates

+ Storage Services

General CIFS settings
Hame: test Authentication mode:  Active directory
Descriptior: Security protocol: Multiprotocel
Administrative host CIFS comain lal local
DNS domain: lab local

joss HIS domain

Notifications

Get Started
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CREATE A VFILER UNIT

1. From the navigation pane, select Hosts > v Filer Units. Click the Add button to start the setup

[l NetApp Management Console : Manage Data - root on 192,168, [_ O[]
file View Tasks Help “
T NetApp-
¢a o B @ | rowp [G1 Gloval [+ w
Dashboards
Data "I & Add [ setup X Delete w | 7 Start migration B2 Upcte 68 89 cuover 88 Roll bacl
Policies Name & = |IP Address = Space Hosting Storage Sys.. ~  System Status Migration Status
”
viiler2 192.168.0.221 ipspacel fasB280 lab local ¥ online B ot started
+ Storage Systems
viiler3 192168.0.222 inspace! fasE280 lab local & online [ Mot started
» Aggregates
* vFiler Units
T 0SSV
*+ vFiler DR Units
[+
General Hosting storage system settings
Protocols: CIFS, NFS, iSCsI Host name: fag6280
Mirroreck Yes IP address: 192.168.0.210
Backup destination: Yes System status: Online
Backup source: Yes Login credentials status: Good
Service status NDMP status: Up
NFS: Up NDMP credentials status: Good
CIFS: Up
iSCSE Up
Notifications
Get Started || Details Network Settings | Paths ‘ Input Relationships Qutput Relationships Migration J
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2. Click Next.

add vFiler Unit Wi

Welcome to the Add vFiler Unit Wizard

Thiz wizard wil help you add & nesy vFiler unit.

Thiz wizard wil help you create and =et up a vFiler unit.
“ou can also zet up a wFiler unit later using the setup button.

To continue, click Mext.

= Bacl | Mext = I Cancel
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3. Entertest forthe name, ipspacel as the IPSpace. Select NFS, CIFS and iSCSI, then click
Next.

Add vFiler Unit Wizard

L1

vFiler Unit infermation
Enter the

Mame: |test

IP space: |ipspace1

Allowed protocols

NFS CIFS iscsl

To continue, click Mext.

< Back E Mext = j Cancel
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4. Selectfas3270 and click Next.

V'l Add vFiler Unit Wizard

@ Select a storage system

Filter storage system

fasB280

() Select a resource pool

Filter resource pool

To continue, click Mext.

< Back | Mext = I Cancel
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5. Click Next.

Il Add vFiler Unit Wizard B

Create and Setup vFiler unit

O Create vFiler unit

(®) Create and Setup vFiler unit

To cortinue, click Mext.

<= Back [ MNext > ] Cancel

6. Click Add to enter IP bindings. Enter the IP, netmask, e0b (which will be part ipspacel from
prior setting) and click Add.

[yl Add binding

IP address: |1 92165.0223

Metwork mask: |255.255.255.EI

Metwark interface: |é§ elb [ipspace! ] [T
VLAN Id: |
MTU (Bytes): |

Acled Cancel
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7. Click Next.

Add vFiler U

L1

MNetweork interface setting

n configl

Parent storage system: fas3270.lab local

E ace BPEct X Delete

IP address Metwark mask Metwork interface WVLAN I

192.168.0223 2552552550 e0b [ipspace]

To continue, click Mext.

MTU(Bytes) #

< Back E Mext = j Cancel
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8. Selectthe Vfilertemplate test, enter the domain password (netappl123), and click Next.

[l Add vFiler Unit Wizard

vFiler network cenfiguration

wFiler template: |£] test [T

Perform CIFS setup

Domain user: |admini31rator@lab.lo-:al

Domain passworc: mxx:xxx|

To continue, click Mext.

< Back E Mext = j Cancel
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9. Enterthe password netappl123 and click Next.

Add vFiler U

L1

EETTETETTY

Root password:

AERERRENS

Confirm roct password:

To continue, click Mext.

< Back E Mext = j Cancel
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10. Click Next.

Add vFiler U

L1

Script path

The script will be executed bath before and after setup of the vFiler unit.

Path:

To continue, click Mext.

< Back E Mext = j Cancel
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11. Click Finish.

V'l Add ¥Filer Unit Wizard E

Completing the Add vFiler Unit Wizard.

Attributes of neww wFiler unit being crested

Mame: test

P zpace: ipspacel
Allovwed protocols: CIFS, MFS, iISCEl
Hosting storage system:  fas327000ak local
Root password: =Sete

Metwork bindings:
IP address: 192.168.0 223/255.255.255.0
Metwork interface: Taz3270lah local:e0b

CIFS user name: acdministrator@lab locsl
CIFS password: <Set-

wFiler template:

Template narme: test

DS domain name: lak local
DS servers: 1821685011
MIS domain narme: Mone

MIS servers: Mone

CIFS domain: lak lacal

To complete thiz wizard, click Finish.

< Back | Finish I Cancel

[yl Add and Setup ¥Filer Unit

Processing request 1 of 2

| Stop Sending Reguests 1 Close Monitor I

[yl Add and Setup yFiler Unit

Processed 2 requests

=top Sending Reqguests Close Monitor 1
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[Fll NetApp Management Cansole : Manage Data - root on 192,168,

File View Tasks Help

¢ o [2) @ | crow |51 Gloval [+ T~

Dashboards vFiler Units

Data 'Y & oada 7 setup X Detetew | O Start migration 681 8 cu 88 Roll back
Policies "N Name & < | Address < | IP Space Hosting Storage Sys System Status < Migration Status =
(| T T Ty B S LT
vfilert 192.168.0.220 ipspacel fas6280 lab Jocal S online D Not started
» Storage Systems
o £ viler2 192.168.0.221 ipspacel fas6280 lah local &% Online b Mot started
regates
CocE viiler3 192168.0 222 ipspacel fas6280 lab local & online [ Nt started
* vFiler Units
* 088V
¥ vFiler DR Units
General Hosting storage system settings
Protocols: CIFS, NFS, iSCSI Host name: fas3270
Mirrarec: Yes IP address: 192.168.0.211
Backup destination: Yes System status: Online
Backup source: Yes Login credentials status: Good
Service status NDMP status: Up
NFS: Up NDWP credentils status: Good
[ola= Up
iscst Up
Notifications
Get Started I Details | Metwork Settings | Paths ‘ Input Relationships | Output Relationships: | Iigration J

ADDITIONAL TASKS OUT OF SCOPE OF THIS EXAMPLE
Create a provisioning policy: Policies = Provisioning

Create a dataset and assign storage: Data 2> Datasets
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11  APPENDIX D - VFILER MIGRATE WITH NO DATA COPY

For Reference Only —this isnot possible in the simulator hands-on lab.

SnapMoverwas previously a separate license and product name. In Data ONTAP 7.3.2 and Data
ONTAP 8.0 and later, the SnapMoverlicense and product name have been discontinued. The
functionality hasbeen included with the MultiStore license. Thisfunctionality can not be demonstrated in
a simulatorsince we don’t have software disk ownership, butsee below for more information.

The majorrequirementisthatthe vFiler owns ALL volumesin ALL aggregates used by that vFiler. For
FAS controllers, itonly works between 2 cluster nodes since both can see the disks atthe same time.

The vfilermigrate command isissued only once to do the migration since no data mirroring is done, just
vfiler stop, disk reassign, and vfilerstart. The command to use is:

vfiler migrate -m nocopy

Figure 10) vFiler Migrate No Copy Diagram

MultiStore® POC Example
vFiler migrate with SnapMover

No Data is Migrated

ONE Step, ONE Command Migration
Disks/LUNs reassign to different physical node

FAS
| m FAS6080> vFiler migrate -m nocopy vFilerl@fas6280

V-Series - SnapMover license (included with MultiStore®)
- Disks/LUNSs are under software disk ownership

Requirements

- Disks/LUNs are connected to source/dest nodes

3rd Party DISK (V-series LUNS)

Iunl,Iun2,Iun3,Iun4,Iun5.I
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12 APPENDIX E - HOW TO MOVE EXISTING VFILERO TO A VFILER

It ispossible to migrate an existing physical controllerto a vFiler unit. There are many considerations to

plan for moving a physical controllerinto a vFiler. There will be downtime to migrate to a vFiler, butif you
plan (and pre-write commandsor scripts) for all the considerations below, the downtime can be short. In
many cases you may take vfilerO and create more than one vFiler, and that can be extrapolated from the

list below.

There are a lot of small things to migrate from vfilerO into the vFilerand these considerations also apply
when migrating from one physical controllerto another physical controller. Belowis a checklist of topics
without ONTAP commands(anyone doing thiswork should know the commands or where to find them).
A pre-written plan to execute on-site isthe key to success when migrating to a vFiler from a physical
controller.

e A vFilerneedsits own small root volume
e Create a root volume forthe vFiler
e iSCSI Nodename and LUN Mappings
e Rename the VfilerO iscsi nodename and reassign the iscsi nodename on the vFiler to
match former vfilerO for no client change (you can leave it different but need to make
changeson the clientsif you do).
e Create iGroupsinthe vFiler
e MapLUNs to iGroups
e Hostname

¢ Need anew hostname (eitherfor vfilerO orvFiler depending on which keeps the original
hostname). For no host change, often vfilerO isrenamed and the vFiler assumes the

name of vfilerO.
e |IPSpaces
e Do you needto create a separate network from the default-ipspace?
e |P and Interface, DNS, NIS, LDAP
e Youneeda new IP (often put a new managementIP on vfiler0 and move existing
interfaces on vfilerO to the vFiler).
e Domain Membership, FilerSID, Recreate shares and exports
e We needtorejointhe domain from vFilerusing the same netbios name we had in vfilerO,
then rejoin with vfilerO with a new netbiosname. Typically vfilerO rejoinsthe domain with
a new name to free the computer account first.
e SnapMirror Relationships
¢ Need to manually setup additional volumesand then create the dr vfilermanually ,then
resync it. Use vfilerO for the relationship, so thistypicallyinvolvesa new IP address since
the new vFiler typically assumes the physical fileraddress and you have a new hostname
and IP for vfilerO which will be the source of the mirror for vfilerdr. You could use the
vfiler IP for snapmirror, but notif using vfilerdr.
o |If OperationsManageruse VfilerO for relationshipsand update snapmirror.access.
e NDMP Backups
e If anybackups are set torun against vfiler0 and it’s ip changes, change the backup
software to authenticate to vfilerO’snew IP/name. NDMP works for copying but does not
work for backup to tape from a vFiler. NDMP backups for the data will need to re-
authenticate to vfilerO.
e SnapVault Relationships
e Operations Manageruses Vvfiler0 (hosting filer) for SnapVault relationships. Modify/
restart vaults from vFiler0 between source and targetinstead of direct vfilerto Vfiler.
e Set snapvault.access and ndmpd.preferred_interfaceson vfilerO.
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VSCAN
e If anyvscanners are set to run against vfilerO and its ip changes, change the vscan
software to authenticate to vfilerO’snew IP/name. Unless you want to vscan from the
vFiler (most often vscan is centralized forall vFilers at vfiler0).
Netbios Aliasing
e If anynetbiosaliasesare used by vfiler0, they need to be moved to the vFiler. NOTE:
thismightbe anissue if you leave resources on vfilerO thatalso need the alias. The same
aliascan’t be in more than one filer (virtual or physical). If all resources move to the
vFiler, we can move it from vfilerO, butif not, users may be impacted.
AutoHome directories
e If anyautohome directoriesare setup for any volumes moving from vfilerO to the vFiler,
they must be removed from vfilerO and setup againin the vFiler.
Local User Accounts
e Create local user accountsin vfilerO in the vFiler. Thereis a method to exportand import
registry entriesfor users.
Local Groups
e Check forlocal groups from the windows mmc and/or/etc/Icigroups.cfg. Make entries
in the new vfilerfor any groups needed in the vfiler.
Domain User Accounts
e Always check to see if domain user accounts are used in vfiler0 so they can be added to
the vFiler.
SNMP
e Match SNMP settings if any snmp monitors are used (OpsManager, etc.)
Quotas
¢ If anyquotas are set on volumesmoving from vfilerO to the vFiler, the /etc/quotas entries
need to be removed from /etc/quotas on vfilerO and created in /etc/quotas on the vFiler,
then “quota on volname”in the vFilerfor the volume.
User Mappings
e Copy usermap.cfg entries needed in vfilerl from vfiler0 (modify / copy / delete as needed
for each vfiler)
CIFS, NFS, iSCSI Options
e List all optionsfrom vfilerO and match on the vFiler
Fpolicy settings
e Need torun fpolicy setup in the vFiler
Widelinks
e /etc/symlinktranslations (move from the physical controllerto the vFiler).
SSH, RSH setup
e Both of these need to be enabled and configured in the vFiler.
Volume Names
¢ Volume namesmust be the same onthe source and destination formigrate, dr and data
motion.
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