Table of contents
Summary	2
Requirements	2
Script parameters	3
Installation	4
User and permissions	4
Configuration file	5
VSC integration	5
Step-by-Step description of the script	6
Known issues	7
Windows Server 2012R2	7



[bookmark: _Toc411601785]Summary
The svvmcdot script is for environments with VSC 4.2.x and clustered Data OnTap installed. 

It will update the SnapMirror XDP destinations of vmware datastores and if needed also the SnapMirror DP destination volumes of the backup volumes (XDP to DP cascade).

Tested with:
VSC 4.2.1P1 and cDOT 8.2.2
VSC 4.2.1P1 and cDOT 8.2.2P1
VSC 4.2.2 and cDOT 8.3RC2

Version of the Script:
0.4
[bookmark: _Toc411601786]Requirements
· VSC 4.2.x
· DataOnTap Powershell Toolkit
· cDOT 8.3: Toolkit 3.2
· cDOT 8.2.x: Toolkit 3.0/3.1


[bookmark: _Toc411601787]Script parameters
· logdir 
This is the directory of the logfile. 
Default: “C:\temp\svvmcdot”

· label 
The label to be set by the script for the SnapShots. Has to be defined in the SnapMirror-policy for the transfer and the retentions! 
Default: VSC_DAILY

· user
The user to login to the SVMs

· password or cryptpw
The password to login to the SVMs. Is either cleartext (-password) or encrypted (-cryptpw).
The password will be encrypted with the -docrypt option below.

· docrypt
With this option it is possible to encrypt a password.


[bookmark: _Toc411601788]Installation
The following steps should be done before the installation of the script:
· Peer the SVM / Cluster
· Establish one or more SnapMirror XDP relationship(s) to the destination volume with a SnapMirror policy set (default label “VSC_DAILY”)
· If needed establish one or more SnapMirror DP relationship(s) from the destination volume to the data protection volume

[bookmark: _Toc411601789]User and permissions
· Create a user with the following permissions on every primary and backup/mirror SVM
security login role create -role svvmcdot_role -vserver SVM02 -access none -cmddirname DEFAULT
security login role create -role svvmcdot_role -vserver SVM02 -access readonly -cmddirname "snapmirror"
security login role create -role svvmcdot_role -vserver SVM02 -access readonly -cmddirname "volume snapshot"
security login role create -role svvmcdot_role -vserver SVM02 -access readonly -cmddirname "version"
security login role create -role svvmcdot_role -vserver SVM02 -access all -cmddirname "snapmirror update"
security login role create -role svvmcdot_role -vserver SVM02 -access all -cmddirname "volume snapshot modify"
security login role create -role svvmcdot_role -vserver SVM02 -access all -cmddirname "volume snapshot rename"

security login create -username svvmcdot_user -application ontapi -authmethod password -role svvmcdot_role -vserver SVM02

· Convert the password into a secure string with the svvmcdot.ps1 script in a powershell
PS U:\> & "C:\Program Files\NetApp\Virtual Storage Console\smvi\svvmcdot\svvmcdot.ps1" -docrypt
Password: TestPassword
Crypted password is:
UkwcF0l//bYZkBrRBd162g==



[bookmark: _Toc411601790]Configuration file
· Place the svvmcdot.conf in the same directory as the script svvmcdot.ps1 and fill in every primary and backup/mirror SVM with their management and NFS ip address
(This file will be used to match the NFS ip address to the management address which can also be the cluster_management)
# SVM,MGMTIP,NFSIP 
SVM002,10.2.5.22,10.0.0.50

[bookmark: _Toc411601791]VSC integration
· Don’t change the default SnapShot name (_recent)
· Create a script in “C:\Program Files\NetApp\Virtual Storage Console\smvi\server\scripts” named something like svvmcdot.cmd with the following content:

powershell.exe -file "C:\Program Files\NetApp\Virtual Storage Console\smvi\svvmcdot\svvmcdot.ps1" -logdir "C:\Program Files\NetApp\Virtual Storage Console\smvi\server\log\scripts\svvmcdot " -label "VSC_DAILY" -user "svvmcdot_user" -cryptpw "UkwcF0l//bYZkBrRBd162g==”



[bookmark: _Toc411601792]Step-by-Step description of the script

1. Get all backup datastores
2. Set the label on the SnapShots of the primary SVMs
3. Get all SnapMirror XDP destinations of the datastores
4. Update each SnapMirror XDP destination
5. Rename the SnapShots on the backup destination from “_recent” to “_BACKUPDATETIME”
6. Get all SnapMirror DP destinations of the backup destinations
7. Update each data protection volume (XDP to DP cascade)


[bookmark: _Toc411601793]Known issues

[bookmark: _Toc411601794]Windows Server 2012R2
If the script will be used on a Windows Server 2012R2 there is a problem using the -HTTPS switch with the Connect-NcController command.
Workaround: Use -HTTP instead.

