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1 OVERVIEW OF TEST PLAN

All NetApp solutions require a set of rigorous validation tests be conducted to ensure the defined solution
delivers on the functionality and performance requirements associated with the given solution. In order to
ensure a high level of rigor in the solution validation process, it’s critical that engineers follow a consistent
process for defining and executing test cases.

2 HIGH LEVEL SOLUTION SUMMARY

FlexPod is a best practice data center architecture that is built with three components:

. Cisco Unified Computing System™ (Cisco UCS®)
. Cisco Nexus® switches
. NetApp fabric-attached storage (FAS) systems

These components are connected and configured according to the best practices of both Cisco and
NetApp to provide the ideal platform for running a variety of enterprise workloads with confidence.
FlexPod can scale up for greater performance and capacity (adding compute, network, or storage
resources individually as needed), or it can scale out for environments that need multiple consistent
deployments (rolling out additional FlexPod stacks). FlexPod delivers not only a baseline configuration
but also the flexibility to be sized and optimized to accommodate many different use cases.

Typically, the more scalable and flexible a solution is, the more difficult it becomes to maintain a single
unified architecture capable of offering the same features and functionality across each implementation.
This is one of the key benefits of FlexPod. Each of the component families in FlexPod (Cisco UCS, Cisco
Nexus, and NetApp FAS) offers platform and resource options to scale the infrastructure up or down
while supporting the same features and functionality that are required under the configuration and
connectivity best practices of FlexPod.

3 HIGH LEVEL SCOPE OF TESTING

This testplan tests the High Availability functions of the elements of FlexPod.

4 DELIVERABLES

This section provides the deliverables required as a result of the testing. In general, these might include
things like solution guides, sizing guides, and Modular Architecture modules.

FlexPod “Animal’ release project deliverables including:
e FlexPod Data Center Solution NVA Update
e vSphere 5 on FlexPod (Clustered ONTAP) Deployment Guide CVD
e vSphere 5 on FlexPod (7-Mode) Deployment Guide CVD

5 HARDWARE AND SOFTWARE REQUIREMENTS

Use this section to provide the specifics of both the hardware and software components required to
execute the desired testing. This includes, but is not limited to, the following:
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Table 1) Hardware and Software Requirements

Layer Compute

Compute

‘ Version or Release

Details

Cisco UCS fabric interconnect 2.1(1b) Embedded management
Cisco UCS C 200 M2 2.1(1b) Software bundle release
Cisco UCS C 220 M3 2.1(1b) Software bundle release
Cisco UCS B 200 M2 2.1(1b) Software bundle release
Cisco UCS B 200 M3 2.1(1b) Software bundle release
Cisco enic 2.1.2.38 Ethernet driver for Cisco VIC
Cisco fnic 1.5.0.20 FCoE driver for Cisco VIC

Network Cisco Nexus fabric switch

5.2(1)N1(3)

Operating system version

Storage NetApp FAS3250-A

Clustered Data ONTAP
8.1.2

Operating system version

Software

Cisco UCS hosts VMware vSphere Operating system version
ESXi 5.1
Microsoft® .NET Framework 351 Feature enabled within

Windows® operating system

Microsoft SQL Server®

Microsoft SQL Server

VM (1 each): SQL Server DB

(VSC)

2008 R2 SP1
VMware vCenter™ 5.1 VM (1 each): VMware vCenter
NetApp OnCommand® 5.1 VM (1 each): OnCommand
NetApp Virtual Storage Console 4.1 Plug-in within VMware vCenter

Cisco Nexus 1110-x

4.2(1) SP1(5.1a)

Virtual services appliance

Cisco Nexus 1000v

4.2(1)SV2(1.1a)

Virtual services blade within the
1110-x

6 TEST CONFIGURATION

This section provides the connectivity and configuration details of the specific FlexPod required.
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Cisco UCS
C200 M3 C-Series Server(s)

Nexus 2232PP FEX [ —] - = ——|

Cisco UCS

5108 B-Series Blade Chassis
2204XP Chassis FEX Modules
B200 M3 B-Series Blade(s)

Po Po
Cisco UCS
6248UP Fabric i [————
Interconnects Po o
VPC VPC
Cisco Nexus gy I Q Sy
5548UP Switches = U m———
VPC VPC
ifgrp ifgrp
NetApp FAS HA Interconnect
Controllers — e

Cisco Nexus 5596
Cluster Interconnects

NetApp
DS2246 Disk Shelves

Legend
2 FCoE only ——{ Converged |

1GbE only SAS only —— 10GbE Only

7 STANDARD WORKLOAD

7.1 Overview

For the purposes of the required testing outlined in the following sections, a standard FlexPod testplan
workload will be deployed using IOMeter across the environment. Once the standard workload is
deployed, the same workload will be used throughout all test procedures. The workload will be started
prior to each test case and stopped after each test case. A single log file will be generated by IOMeter for
each individual test case. This will allow correlation between the individual test scnearios and the data
provided by the IOMeter log file.
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7.2 Workload Setup

Once the FlexPod infrastructure has been setup according to the implementation guide for this specific
FlePod release, perform the following steps to setup the necessary objects to support the FlexPod
validation workload.

1. Create three new flexible volumes within the storage cluster. These can be created within the
“Infra_Vserver” if desired, or you can create a new Vserver for validation purposes. Keep in mind
there are other configuration steps that are needed if creating a new Vserver (i.e. create zones, lifs,
etc.).

e ‘“iometer_infra (1.5TB) — used to store the controller and worker virtual machine files (C: drives)

e “iometer NFS (500GB) — used as a common NFS test datastore. Each “Worker” VM will have a
small (10GB) vmdk file located within this datastore. NFS traffic will be generated between each
VM testing NFS and this NFS datastore.

e “iometer FCoE” (1TB) — used to hold a common FCoE test LUN (VMFS datastore). Each
“Worker” VM will have a small (10GB) vmdk file located within the VMFS formatted FCoE LUN
that will reside in this volume.

2. Create the 500GB LUN called “iometer_ FCoE” within the “iometer FCoE” flexible volume.

3. Mount the “iometer_infra” and “iometer_NFS” volumes to each ESXi host being used for validation as
an NFS datastore.

4. Mount the “iometer_ FCoE” LUN to each ESXi host used for validation as a VMFS datastore. Create
the necessary igroups, zones, lun mappings, etc. in order for each host being used in the validation to
be able to mount. Don’t forget to configure for mutlipathing (i.e. zones on each switch, multiple lifs,
etc.)
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ESXi_Server 1 ESXi_Server 2 ESXi_Server 3 ESXi_Server N

“iometer_FCoFE" “iometer_infra” “iometer_NFS”
(500GB LUN) (500GB FlexVol) (500GB FlexVol)

5. Obtain the “IOMeter_Controller’ and “IOMeter Worker_Gold” VM files. Import or register them within
vCenter.

NOTE: Do not power on the VMs yet. This is especially important with the
“IOMeter_Worker_Gold” VM. Windows 2008 only allows a given image to be sysprep’d a total of
three times or the image will need to be rebuilt. The VM has been syprep’d and shutdown upon
creation.

= éuu | Infrastructure |
1 IOMeter_Worker_Gold
t_""]_l Win2k8_I0Meter_Controller
& Workers

6. Right click on the “IlOMeter_Worker_Gold” VM and choose “Edit Settings”.
7. Ensure that “Hard disk 1” resides within the “iometer_infra” NFS datastore.
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|J-_-T,J I0Meter Worker Gold - Virtual Machine Properties

Hardware IDptions I Resources I Profiles | vServices I

™ Show All Devices Add... | Remove |
Hardware [“Sunimary |
Bl Memaory 4096 MB

d crus 1

g Video card Video card

= VMCIdevice Restricted

e SCSI controller 0 LSI Logic SAS

= Hard disk1 Virtual Disk |
25 co/ovD drive 1 Client Device

BB MNetwork adapter 1 VM-Metwork-3174

& Floppy drive 1 Client Device

= Hard disk?2 Virtual Disk

= Hard disk3 Virtual Disk

Virtual Machine Version: 8
—Digk File
Iﬁnmeter_infra] I0OMeter_Worker_Gold/IOMeter_Warker_Gaoh

— Disk Provisioning

Type: Thin Provision

o= @ o

511.58

Provisioned Size: I

Maximum Size (GB):

—Virtual Device Mode
[scst (0:0) Hard disk 1 =l

—Mode
[T Independent
Independent disks are not affected by snapshots.
= persistent

Changes are immediately and permanently written to
the disk.

| Nonpersistent

Changes to this disk are discarded when you power
off or revert to the snapshot.

Ensure that “Hard disk 2” resides within the “iometer_ NFS” NFS datastore. When the VM is moved
around between different environments, this disk may need to be recreated. If there is an issue with
“Hard disk 2” or it doesn not exist, simply create a new 10GB hard disk for this VM on the

“iometer_NFS” NFS datastore.
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|J--_-T,J I0OMeter_Worker_Gold - Virtual Machine Properties

Hardware |O|:|ti0r15 | Resources | Profiles I vServices I

Virtual Machine Version: &

—Digk File

I™ show All Devices Add... | el Iﬁcmeter_NFS] I0OMeter_Worker _Gold/IOMeter_Worker _Golc
Hardware | Summary
W Memory 4086 ME — Disk Provisioning
I crus i Type: Thin Provision
2 Video card Videa card Provisioned Size: I 10 = IGB j
= VMCIdevice Restricted Maximum Size (GE): 509.80
{ sCsIcontroller LSI Logic SAS
= Harddiskl Virtual Disk —Virtual Device Node
2y cD/DVD drive 1 Client Device

. i -
BB Network adapter1 VM-Network-3174 |scst (0:1) Hard disk 2 =
é Floppy drive 1 Client Device ;
= Hard disk2 Virtual Disk Iﬂ" =
= Hard disk3 Virtual Disk LA

Independent disks are not affected by snapshots.
¢! Persistent

Changes are immediately and permanently written to
the disk.

[ Monpersistent

Changes to this disk are discarded when you power
off or revert to the snapshat.

9. Ensure that “Hard disk 3” resides within the “iometer FCoE” VMFS datastore. When the VM is
moved around between different environments, this disk may need to be recreated. If there is an
issue with “Hard disk 3” or it does not exist, simply create a new 10GB hard disk for this VM on the
“iometer_FCoE” VMFS datastore.
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|J-_-T,J IOMeter_Worker_Gold - Virtual Machine Properties

Hardware | Options I Resources I Profiles I vServices I

™ show Al Devices Add... | Remove |
Hardware | Summary |

Memory 4096 MB

CPUs 1

Video card Video card

VMCI device Restricted

SCSI contraller 0 LSI Logic SAS

Hard disk 1 Wirtual Disk

CD/DVD drive 1
MWetwork adapter 1

Client Device
WM-Network-3174

lo@PoOOIION

Floppy drive 1 Client Device
Hard disk 2 Yirtual Disk
Hard disk3 Virtual Disk |

Virtual Machine Version: 8
—Disk File
IDnmeter_FCnE] IOMeter_Worker _Gold/IOMeter_Worker_Go

— Disk Provisioning
Type: Thin Provision
Provisioned Size: I 10 ﬁ IGB j
Maximurn Size (GB): 508.97
—Virtual Device Node
fscst (0:2) Hard disk 3 |

—Mode
[T Independent
Independent disks are not affected by snapshots.
= Persistent

Changes are immediately and permanently written to
the disk.

" Nonpersistent

Changes to this disk are discarded when you power
off or revert to the snapshot.

10. Ensure that the “Network Adapter 1”7 is set to the appropriate private network, usually labeled as the

10
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|"__,J I0Meter_Worker_Gold - Virtual Machine Properties

Hardware |D|:|1J'nns I Resources I Profiles | vServices I

™ show Al Devices Add... | Remove |
Hardware | Summary |

Memory 4096 MB

CPUs 1

Video card Video card

YMCI device Restricted

SCSI contraller 0 LSI Logic SAS

Hard disk 1 Virtual Disk

CD/DVD drive 1

Client Device

Metwork adapter 1

VM-Metwork-3174

(0kh@PoCoiNo M

Floppy drive 1
Hard dizk 2
Hard disk 3

Client Device
Virtual Disk
Virtual Disk

Virtual Machine Version: &

—Device Status
I” | Connected
v Connect at pawer an

—Adapter Type

Current adapter: VMXMNET 3

—MAC Address
00:50:56:a4:71:3c

" Automatic " Manual

—DirectPath IO
Status: Inactive &9

To activate DirectPath 1/0, go to the Resources tab and
select Memory Settings to reserve all guest memaory.

—Metwork Connection
MNetwork label:

VM-Network-3174 =]

11. Right click on the “Win2k8_IOMeter_Controller’ VM and choose “Edit Settings”.
12. Ensure that “Hard disk 1” resides within the “iometer_infra” NFS datastore.
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|J--_-T,J Win2k8 T0Meter_Controller - Virtual Machine Properties

Hardware |D|:|ticr15 I Resources I Profiles I vServices I

™ show Al Devices Add... | Remove |
Hardware | Summary |

Memory 4096 MB

CPUs 1

Video card Video card

VMCI device Restricted

SCSI contraller 0 LSI Logic 545

Hard disk 1 Virtual Disk |

bE8P0OC0EoH

CD/DVD drive 1
Metwork adapter 1
MWetwork adapter 2
Floppy drive 1

Client Device
WM-Metwork-MEMT
WM-Network-3174
Client Device

Virtual Machine Version: &
—Disk File
Iljnmeter_inﬁa] Win2ks8_IOMeter_ControllerWin2ksé_IOMete

—Disk Provisioning
Type: Thin Provision
Provisioned Size: I 50 ::I IGB j
Maximum Size (GB): 522.81
—Virtual Device Mode
[scst (0:0) Hard disk 1 =]

—Mode
[~ Independent
Independent disks are not affected by snapshots.
r Persistent

Changes are immediately and permanently written to
the disk.

[ Monpersistent

Changes to this disk are discarded when you power
off or revert to the snapshot.

13. Ensure that “Network Adapter 1” resides on the “MGMT” or “public” network.

12
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|J-_-T,J Win2kg I0Meter_Controller - Virtual Machine Properties

Hardware |D|:|tinr15 I Resources I Profiles I vServices I

™ show Al Devices Add... | Remove |
Hardware | Summary |

Memory 4096 MB

CPUs 1

Video card Video card

WMCI device Restricted

SCSI contraller 0 LSI Logic 545

Hard disk 1 Virtual Dizk

CD/DVD drive 1

Client Device

MWetwork adapter 1

WM-Network-MGMT

MWetwork adapter 2
Floppy drive 1

bedPoouimon

VM-Network-3174
Client Device

Virtual Machine Version: 8

—Device Status
= Connected
v Connect at power on

— Adapter Type

Current adapter: WMXMET 3

—MAL Address
|nu: 50:56:a4:652: 24

& Automatic " Manual

—DirectPath IjO

Status: Inactive &9

To activate DirectPath [0, go to the Resources tab and
select Memory Settings to reserve all guest memary.

—MNetwork Connection
Metwork label:

VM-Network-MGMT =]

14. Ensure that “Network Adapter 2” resides on the same private network as the “lOMeter_Worker_Gold”

13
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15.
16.
17.
18.

19.

14

|J-r_T,J Win2k8 T0OMeter_Controller - Virtual Machine Properties

Hardware |D|:|tions I Resources I Profiles I vServices I

™ show Al Devices Add... | Remove |
Hardware | Surnmary |
Wl Memory 4096 MB

d crus 1

I;I Video card Video card

= WMCI device Restricted

@ SCSI controller 0 LSI Logic 545

&= Harddisk1l wirtual Disk

£y co/ovD drive 1 Client Device

Bf Network adapter1 WM-Network-MGMT

EB} Metwork adapter2 VM-Network-3174 |
é Floppy drive 1 Client Device

Virtual Machine Ver
—Device Status

sion: 8

™| Connected

¥ Connect at power an

— Adapter Type

Current adapter: VMXMNET 3

—MAC Address
|uu:50:56:a4:5a:nf

& Automatic " Manual

—DirectPath IjO

Status: Inactive &3

To activate DirectPath I/0, go to the Resources tab and
select Memaory Settings to reserve all guest memary.

—Metwork Connection

Metwork label:

VM-etwork-3174

Power on the “Win2k8_|OMeter_Controller” VM.
Open a vSphere console to the “Win2k8 I0Meter_Controller’ VM.

Log in using username: Administrator, password: NetApp!23

Check the IP address on the “MGMT_NETWORK” interface, change if necessary. Initial setup has

the IP address set as “192.168.175.202".

No need to change the IP address on the “PRIVATE_NETWORK” interface. If you do for some
reason change this IP address, make sure to change the IP address scope for the DHCP server
running on this VM as well. All the cloned “Worker” VMs will receive addresses via this DHCP

instance.
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=) Win2k8_IOMeter_Controller on 192.168.175.99
File View VM

wiyr &

B G R
N

Gle Action  View Help

= = I8
Il

E Server Manager (COMNT = -
3 i‘ Roles OO |@ ~ Control Panel » Network and Internet » Network Connections - - m I Search Netwark
A 5| Features

A 75 Diagnostics Organize +
£l %} Configuration
8 (&S Storage ".. MGMT_NETWORK "'. PRIVATE_METWORK
o= Network =" _ Unidentified network
@ vmxnet3 Ethernet Adapter #2 i ymynet3 Ethernet Adapter

20. Within vSphere, right click on the “IlOMeter_Worker_Gold” VM and choose “NetApp”->"Provisioning

15

and Cloning”->"Create rapid clones”.

G icefl-ve Al
Ty icefl-vesgl Power - ___________ B — e
@_ icef1-vsc-o Guest . el el e lgd-Ys . Summary ' Resource Allocation | Performance |
@ wzmahrluxﬁ Snapshot 3
= B E'E*?ﬂfl-h;*;? - [ What is a Virtual Machine?
icaf1-h12.i

B icefi-he.ic G Edit Settings... A virtual machine is a software computer that, like a
Ty icefl-ad2 B Moate... physical computer, runs an operating system and

% icef1-vasa applications. An operating system installed on a virtual
&

i -yEC- ] de Virtual Hard ) ) A
icef1-vsc-o EAeSu Tl el machine is called a guest operating system.
W2KBR2XY Eﬁ Clone
= [ff FlexPod_Produ Because every virtual machine is an isolated computing
B, 192.168.13 L * | environment, you can use virtual machines as desktop
[, 192.168.17 Fault Tolerance v | workstation environments, as testing environments, or |
= @ Infrastruct consolidate server applications.
E] 10Mete VM Storage Profile 3
{3 Win2ke In vCenter Server, virtual machines run on hosts or
Add Permission. .. Ctrl+P : ;
& Workers clusters. The same host can run many virtual machines
Alarm bola | |
Recent Tasks Report Performance. .. Mame, Target or Status contains: - I Cleat
Mame Rename | Status | Details
@ Power On virtual maching Open in New Window...  Ctrl+Alt-+N [OMeter_Control. @ Completed
Initiali vering O DC 1
@ nitialize powering On P R R by - ] & Completed
#Y  Remnue enansht
4| Delete from Disk | Provisioning and Cloning 3 || Create rapid dones
7 Tasks @ Aarms |_| MNetApp » | Backup and Recovery » Redaim space
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21. Follow the dialogue to create at total of 30 VM clones from the “IlOMeter_Worker_Gold” VM. Make

16

sure that all three hard disk drives (vmdks) for each clone end up on the correct datastore, this should
happen by default, but double check the settings during clone setup.

[ Create Rapid Clones Wizard

Specify the details of the virtual machine clones
How many dones would you like to create and what settings would you like to apply to them?

Storage Controller detsils
Clone source

Clone destination

Virtual machine folder

Disk format

Virtual machine details
Datastore creation
Datastore selection
Connection broker
Summary

* Specify VM Detzils  Import VM Details

Create new datastore(s)?
Connection broker version:
Virtual Processors:

Memory Size (MB):
Upgrade hardware version?
Mumber of clones:

Clone name:

Starting clone number:
Clone number increment:
Power on?

Stagger VM booting?

Apply customization specification?

Customization specification:

-

Mone

4096

2l

30
IOMeter-Worker-

1

1

~

Vs per
minute

Sample clone names

IOMeter-Worker-01
IOMeter-Worker-02
I0OMeter-Warker-03
IOMeter-Worker-04
IOMeter-Worker-05
I0OMeter-Waorker-06
IOMeter-Worker-07
IOMeter-Worker-08
I0OMeter-Waorker-09
IOMeter-Worker-10

=]

Mote: The success of the creation of 2000 or more ¥Ms will be determined by the size and performance of

the vCenter server.

< Back | | Hext =

Cancel
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[=) Create Rapid Clones Wizard

Choose a datastore for the virtual machine
Where do you want to store the virtual machine files?

Storage Contraller details Select a datastore for each of the virtual machine files in the list below,

Clane source -
File

Clone destination Configuration file

Virtual machine folder
Disk format

Virtual machine detzils
Datastore creation
Datastore selection
Connection broker
Summary

[iometer_infra] IOMeter_Worker_Gold/l...
[iometer_NFS] I0Meter_Worker_Gold/l..
[iometer_FCoE] I0Meter_Worker_Gold! .

Size (GB)
40.00
10.00

. 10,00

Datastore
iometer_infra
izmeter_infra
iometer_NFS

iometer_FCoE

=] E
Datastore cluster
None specified
None specified
None specified
None specified
«= Basic
< Back Cancel

22. The cloning process will take several minutes, continue once the clones are created and powered on.

17
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= ‘é-‘ Infrastructure
{1 [1OMeter Worker Gold!
& Win2k8_IOMeter_Controlier
= @ Workers

D 10Meter-Worker-01
B 10Meter-Worker-02
{ 10Meter-Worker-03
&5 10Meter-Worker-04
£§ TOMeter-Worker-05
D 10Meter-Worker-06
5 T0Meter-Worker-07
{ 1OMeter-Worker-08
& 10Meter-Worker-09
{§ 1OMeter-Worker-10
D 10Meter-Worker-11
{5 TOMeter-Worker-12
£ 10Meter-Worker-13
& 10Meter-Worker-14
{5 10Meter-Worker-15
&5 10Meter-Worker-16
(B 10Meter-Worker-17
P 10Meter-Worker-18
5 10Meter-Worker-19
(D 1OMeter-Worker-20
{3 10Meter-Worker-21
f_ﬁ T0Meter-Worker-22
B 10Meter-Worker-23
5 10Meter-Worker-24
D 10Meter-Worker-25
3 10Meter-Worker-26
(B 1OMeter-Worker-27
{3 10Meter-Worker-28
(B TOMeter-Worker-29
B 10Meter-Worker-30

23. Each cloned VM should have received an IP address via Microsoft DHCP running on the
“Win2k8 I0Meter_Gold” VM.

24. Log into the “Win2k8_|OMeter_Controller” VM and dboule click the “IlOMeter” icon on the desktop to
start the IOMeter controller GUI.

lo

lomaker

25. Open the “Scripts” folder located on the desktop and double click on “Startlometer_FlexPod”. This will
begin the automated process of loggin in each cloned worker VM to the IOMeter controller.
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started on

& )‘,.'\'_ J + Seripts
o] i Organize =  Includeinlbrary »  Sharswkh »  New folder
~ 0 or| I — : Ny | - .
SIS = EARIE L T e ot st
= - B Desktap I psaxec 3132013 319 PM
Topology Dick Targets I Mebwork Targets | Access Speclﬁcahﬂml Rezultz Diz I8 Downloads &7 sietp 31342003 3:20 PM
- Targets . J—
=» |y g Managers 2 Mot Dick Siza— &L Recent Mlaces ] Startlometer_FlexPod 3/14/2013 11:06 AF
' [8 CONTROLLER W .
-2 v ’7[0 Seciors =5 Ubraries ! Startlometer_origng 3132013 327 PM
- w2 7l Docurments = unatberd 3f21/2013 11:04 AD
ER T AT Starting Disk Sector— b Music
-2 w4 { 0 ¢
Bl g VMS | Picbures
i E e Hof Dustonding /0; BB V100
2 M
1 per lang
"™ Computer

W Network

74.18 sm UN-7 »

UH I 996.

L168.174.18 /n UM-8 /n UH-B

ID 1128.

26. Once all 30 worker VMs are logged into the IOMeter controller GUI and show up in the “Topology”
tree, click on the “Open” button in the upper left corner of the IOMeter controller GUI in order to open
and load an IOMeter configuration file. The configuration file is “iometer_FlexPod_config” and is
located on the Desktop. Click “Open” to open and apply the configuration.

19
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|0 Dpen Test Configuration File

Lock in | B Deskiop x| & @ ek E-

1o Tometer * Livaries Administrator
e || Svstem Folder Sysbem Folde
s L
] | Computer :l‘ 1 Network
i Swstem Folder Sy sbem Folder
Resuks Scripks
Film Folder Fim Folder
l Saftware l soUrces
File Folder Fie falder

ometer _FlexPod_config

]

[SRTTRYYRTE

- 17
CRTTRLRE File name: [iameter_FlexFed_coniig =] Dpen
R RUNRES I_I
] B W2 Files of type [Imebau Configuration Files [*.ucf) LI Cancel
=124 h-20
#- B YM-21 — Setings to restors — Curent settings
- .22
=1 -2z ¥ Test Setup tab saitngs
E M YM2 S Reits Display tab setlings * Reploce cunent

1 i Bl sana Ar &Gﬂ.ll‘lgs\’ﬂ!h

I ¥ Global Access Specfications saved seftings

¥ Managers and Workess T Mege saved
setlings ko
cument setlings

Access specilicalion assignments

Talget assigrments

27. Once the configuration is loaded, the test is configured and is ready to start. Use the green flag button
to start the test and use the stop sign button to stop the test

NOTE: The first time the test is started, it will take some time to setup the environment. What that
means is that IOMeter needs to go out and write pseudo data out to the necessary drives in order
for it to run properly. This can take several minutes, maybe even an hour or so.

28. Upon starting a test, you will also be asked where you would like save the log file. Save the log file in
a common location and name it so that it corresponds to the test case being run.

8 TEST SCENARIOS

This section provides details of the specific test cases to be executed as part of the testing. Please use the
sample table below to provide the specifics of each test case to be executed.

Test Case Number FlexPod-0001

Physical NetApp FAS Storage Contoller Failure (Clustered Data ONTAP
Storage Failover)

Test Case Description
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Test Methodology

Test Data/Metrics to
Capture

Expected Results

Actual Results

Time Required

Author, Date Completed

In this failure scenario we will test the storage failover or “SFO” capability
between pairs of storage systems running Clustered Data ONTAP.

Procedure:

1.

Login to the cluster as the “admin” user through the cluster
management LIF.

Check to make sure storage failover is configured and capable.
Issue the “storage failover show” command.

cluster::> storage failover show

Takeover
Node Partner Possible State
icef2-stcl-01 icef2-stcl-02 true Connected
to icef2-stcl-02
icef2-stcl-02 icef2-stcl-01 true Connected

to icef2-stcl-01
2 entries were displayed.

Force an immediate takeover of one node to it's partner node, use
the “immediate” option to simulate a node failure.

cluster::> storage failover takeover —-ofnode <node
to be failed> -option immediate

Once the takeover is complete, issue the giveback command.

cluster::> storage failover giveback -ofnode
<failed node>

Perform steps 3 & 4 for each node in the cluster.

Start and stop the IOMeter test workload with each simulated failure so that
an individual log file is saved for each run. Name the log files appropriately

to correlate easier. Use the log files to determine wether any issues

occurred in reliably delivering traffic from VM to VM or VM to storage.

There should minimal-to-no traffic loss/drop or interruption to the clients. If
there is a small amount of disruption, time of disruption should still be

mitigated by higher level protocols, TCP timeouts, etc.

No iometer errors reported on either failover (Node 1 to Node 2 or Node 2 to

Node 1)

15 minutes

John George, 04/24/2013
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Test Case Number

Test Case Description

Test Methodology

Test Data/Metrics to
Capture

Expected Results

Actual Results

Time Required

Author, Date Completed

Test Case Number

Test Case Description

Test Methodology

Test Data/Metrics to
Capture

FlexPod-0002

Physical Clustered Data ONTAP Cluster Interconnect Switch (Nexus
5596UP) Failure

In this failure scenario we will manually remove power from the Cisco Nexus
5596UP cluster interconnect switches, one at a time, and observe traffic
behavior. Power will be removed from one switch then we will observe, then
power will be restored. Once Both switches are again operational, power will
be removed from the second switch and traffic will be observed. Power will
then be restored.

Observe all client to storage traffic using IOMeter or similar test harness.

Since the Clustered Data ONTAP cluster interconnect switches are
deployed and configured as highly available paris, there should be no
storage service interruption to the clients accessing any storage object
within the Data ONTAP cluster.

No iometer workload errors. Cluster LIFs failed over properly and
autoreverted when the switch was restored.

10 minutes.

John George, Lindsey Street 04/24/2013

FlexPod-0003

Physical Nexus Data Switch (Nexus 5548UP) Failure

In this failure scenario we will manually remove power from the Cisco Nexus
5548UP data switches, one at a time, and observe traffic behavior. Power
will be removed from one switch then we will observe, then power will be
restored. Once Both switches are again operational, power will be removed
from the second switch and traffic will be observed. Power will then be
restored.

Observe all client to storage traffic using IOMeter or similar test harness.
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Expected Results

Actual Results

Time Required

Author, Date Completed

Test Case Number

Test Case Description

Test Methodology

Test Data/Metrics to
Capture

Expected Results

Actual Results

Results Location

Issues/BURTS Requiring
Followup

Testing Notes

The Nexus 5548UP data switches are deployed and configured as highly
available Virtual Port-Channel peers. With the failure of one Nexus 5548UP,
the traffic that previously traversed through the failed switch should
converge and after minimal service disruption should continue the
connection and traffic by traversing through the surviving switch.

No iometer errors. FCoE LIFs in storage failed when that fabric was down.
All ifgrps went to partial state. System fully recovered in each case when
the switch was brought back up.

15 minutes

John George, Lindsey Street, 04/24/2013

FlexPod-0004

Physical Cisco UCS Fabric Interconnect Failure

In this failure scenario we will manually remove power from the Cisco UCS
6448UP fabric interconnects, one at a time, and observe traffic behavior.
Power will be removed from one fabric interconnect then we will observe,
then power will be restored. Once Both fabric inte are again operational,
power will be removed from the second switch and traffic will be observed.
Power will then be restored.

Note the test data/metrics to capture during the test case.

The surviving Fabric Interconnect must server the data traffic.

If the removed FI was the primary, the remaining FI takes over the role of
primary.

If the removed FI was the secondary, the primary FI will continue to work as
it is.

No iometer errors. Traffic moved away from the failed fabric.

Note any specific conditions or criteria that is relevant for the test case.
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Time Required

Author, Date Completed

Test Case Number

Test Case Description

Test Methodology

Test Data/Metrics to
Capture

Expected Results

Actual Results

Results Location

Issues/BURTS Requiring
Followup

Testing Notes

Time Required

Author, Date Completed

20 minutes

Lindsey Street, Chris Reno, John George 04/29/2013

FlexPod-0005

Physical Cisco UCS 2232 Fabric Extender Failure

Pull out any one of the 2232PP FEX from the setup

The rack server should still be accessible via the remaining FEX

The servers did stay accessible. Also, iometer showed no data errors. This
was a re-run of an earlier test that had an issue. However, upgrade of
iometer fixed the issue. This test was also run by resetting the chassis
FEXes in UCS Manager.

4 hours

John George, Lindsey Street, Chris Reno 05/17/2013
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Test Case Number FlexPod-0006

Cisco UCS B-Series Server Uplinks — IOM/FEX to Fabric Interconnect
cable/link failure

Test Case Description

Cisco UCS
5108 B-Series
Blade Chassis

Cisco UCS o Cisco UCS

Fabric Interconnect Fabric Interconnect
6248UP A 6248UP B

Disable the server ports in one of the fabric interconnects
Test Methodology or

Pull out the cables between IOM-A and FI-A or IOM-B and FI-B

Test Data/Metrics to Capture Note the test data/metrics to capture during the test case.

Expected Results The chassis should still remain discovered and all traffic should be
carried via the remaining IOM and FI

Actual Results Chassis, C-Series FEXes, and Servers remained discovered. lometer
showed no errors.

Results Location

Issues/BURTSs Requiring
Followup

Testing Notes Note any specific conditions or criteria that is relevant for the test case.

Time Required

Author, Date Completed John George, 05/17/2013
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FlexPod-0007

Test Case Number

Test Case Description Cisco UCS C-Series Link Failure Scenarios

Cisco C-Series Server

Cisco UCS
2232 FEXB

Cisco UCS
2232 FEX A

Cisco UCS Cisco UCS
Fabric Interconnect Fabric Interconnect
6248UP A 6248UP B

Pull out any one of the cables connecting the M1 and M2 ports on the

s lialiodeliogy C-series server.

Pull out any one of the cables connecting Port 0 and Port 1 (10 GbE)
on the C-series server.

Test Data/Metrics to Capture Note the test data/metrics to capture during the test case.

The rack server should still be accessible via the remaining M1/M2 port
and Port O/Port 1

Expected Results

Server stayed discovered. No iometer errors detected.

Results Location

Actual Results

Issues/BURTSs Requiring Followup

Note any specific conditions or criteria that is relevant for the test case.
For example:

Testing Notes

Time Required

Author, Date Completed John George 05/03/2013
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FlexPod-0008

Test Case Number

Test Case Description Cisco Nexus to Cisco UCS Ethernet Uplink Failure Scenarios

Cisco UCS Cisco UCS
Fabric Interconnect Fabric Interconnect

6248UP A 6248UP B

................
Port-channel

~
tesnccam==”

- -
- - - -
----------------------------

Cisco Nexus Cisco Nexus
5548UP Switch A 5548UP Switch B
Test Methodology Each Nexus is connected to both Fabric Interconnects and are in a vPC;
pull out one of the cables
Test Data/Metrics to Note the test data/metrics to capture during the test case.
Capture
Expected Results The port channel status must still be up and should be able to carry traffic.

Check it in the Nexus as well as the UCS Manager.

Actual Results vPC on affected switch went down, but port-channel on UCS stayed up.
lometer had no errors.

Results Location

Issues/BURTSs Requiring
Followup

Testing Notes Note any specific conditions or criteria that is relevant for the test case.

Time Required

Author, Date Completed John George, 05/03/2013

Test Case Number FlexPod-0009
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Test Case Description Cisco Nexus to NetApp Storage Ethernet Uplink Failure Scenarios

Cisco Nexus Cisco Nexus
5548UP Switch A 5548UP Switch B

NetApp FAS3250AE NetApp FAS3250AE NetApp FAS3250AE NetApp FAS3250AE
Storage Controller Storage Controller Storage Controller Storage Controller
A B C D

Test Methodology Each FAS node is connected to both the Nexus switches and are
configured in a vPC, pull out one of the cables connecting to the
Nexus

Test Data/Metrics to

Capture

Expected Results The port channel status must still be up and should be able to carry traffic.

Actual Results Ifgrps stayed up, but vPC on affected switch went down. lometer showed no

errors.

Results Location

Issues/BURTS Requiring
Followup

Testing Notes Note any specific conditions or criteria that is relevant for the test case.

Time Required 15 minutes

Author, Date Completed John George, 05/03/2013

Test Case Number FlexPod-0010

UCS Server — Virtual Interfaces Failure

Test Case Description
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LS LEneR B2 Delete or disable any one of the vNICs and any one of the vHBAs from the

UCS server

Test Data/Metrics to
Capture

Expected Results The UCS server must be able to communicate with the external network
and private internal network (if any) and also be able to reach its boot lun,
via the remaining vNIC and vHBAs respectively.

Actual Results | did not remove a vNIC or vHBA from the service profile. This would have
been destructive to the service profile. Instead, | removed the vmnic from
the system uplink in the nexus 1000v, then put it back in. iometer had no
errors in this test.

Results Location

Issues/BURTS Requiring
Followup

Testing Notes

Time Required 15 minutes

Author, Date Completed John George, 05/17/2013
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Test Case Number

Test Case Description

Test Methodology

Test Data/Metrics to
Capture

Expected Results

Actual Results

Results Location

Issues/BURTS Requiring
Followup

Testing Notes

Time Required

Author, Date Completed

FlexPod-0011

Fabric Interconnects L1 & L2 - Failure

Pull out any one of the cables connecting the L1 and L2 ports in the Fls.

The connectivity between FI should still be there and they should be able to
exchange heartbeats and should not lead to a split brain scenario.

Fls stayed connected. An alarm was raised on UCS Manager. No other
effects on system.

15 minutes

John George, 05/29/2013
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Test Case Number FlexPod-0012

Test Case Description UCS FI to Nexus FCoE Uplink

Each Fl is straight connected to its North Bound Nexus i.e. FI A >
Nexus A and FI B > Nexus B; each of these is port channeled. Shut any
one of these port-channels

Test Methodology

Test Data/Metrics to
Capture

Expected Results The Blades on the UCS should be able to reach the Nexus via the
remaining Port Channel

Actual Results Server active paths on the fabric with the failed port channel went down and
the recovered when port channel was restored. No iometer errors.

Results Location

Issues/BURTS Requiring
Followup

Testing Notes

Time Required 15 minutes

Author, Date Completed John George, 05/29/2013
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Test Case Number

Test Case Description

Test Methodology

Test Data/Metrics to
Capture

Expected Results

Actual Results

Results Location

Issues/BURTS Requiring
Followup

Testing Notes

Time Required

Author, Date Completed

FlexPod-0013

Nexus vPC Peer Link - Failure

Two interfaces from each Nexus are used to form a vPC peer-link; pull out
any one of these links

The vPC configurations must still be intact

When just one link taken down, no impact. | actually took down the entire
peer-link. In this case, the B-side switch shut down all vPC port channels.
This still had no impact on iometer. The system recovered properly with no
impact on workload.

15 minutes

John George, 05/29/2013
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Test Case Number FlexPod-0014

Test Case Description Redundant Power- Failover

Test Methodology Sanity check to ensure that all power supplies are active.

Test Data/Metrics to
Capture

Expected Results Make sure all power supplies are online and have a failover connection.

Actual Results Did not run this test.

Results Location

Issues/BURTS Requiring
Followup

Testing Notes

Time Required

Author, Date Completed
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9 TEST CASE RECOMMENDATIONS

Specific test case definitions will vary from solution to solution. Some test cases may be valid for one
solution and not applicable for others. The overall solution validation goal is to include test cases that
exercise a broad range of customer relevant solution functions. In general, the complete range of test
cases should be performed for each protocol under test. Recommended test cases should include, but
not be limited to:

34

Establish baseline solution performance under relevant load. Recommended load should be in
the 40% - 60% utilization range. All test cases described below should be executed under
baseline load.

For Cluster-mode, use the baseline load to compare the performance of the following three
scenarios:

o Accessed data is 100% local
o Accessed data is 50% local and 50% remote
o Accessed data is 100% remote

Test solution backup and restore operations under load using relevant application integration B/R
products — SnapDrive/SnapManagers, SnapProtect, etc. Test both manual and scheduled
backups.

Test solution backup coupled with SnapMirror updates to secondary site

Test relevant solution disaster recovery/business continuance scenarios including primary site
failover to secondary site and failback.

Test clone creation, usage, and deletion under load driven by application integration products or
other customer relevant management tools.

Test volume movement under load. Verify no application impact. Measure the performance
impact of volume movement to the baseline load.

Test relevant RBAC features and verify proper permissions are in place for management
operations, system data, and user data. Test different admin roles to verify proper access
restrictions to sensitive operations and data.

If this is an update to an existing solution, test the upgrade process from the existing solution
configuration to the new solution configuration. Document the upgrade steps for inclusion in the
solution collateral.

Destructive testing (all tests should be performed under baseline load and verified that there is no
unexpected application impact):

o Test host failure. Does host application recover in a crash consistent state?

o Test planned manual storage controller failover. Test controller giveback.

o Test unplanned storage controller failover. Test controller giveback.

o Testlink failure between host and switch. Verify I/O continues over alternate path.

o Test link failure between storage and switch. Verify I/O continues over alternate path.

o Test failure of switch between host and storage. Verify /O continues over alternate
switch paths.

o Testlink failure of cluster interconnect in Cluster-mode. Verify /O continues over
alternate path.
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Test failure of cluster interconnect switch in Cluster-mode. Verify I/O continues over
alternate switch paths.

Test single disk drive failure and subsequent rebuild operation. Measure performance
impact of rebuild/reconstruct operation.

Test double disk drive failure and subsequent rebuild operations. Measure performance
impact of rebuild/reconstruct operation.

Test disk loop failure

Test unplanned Metadata server failure. Verify Metadata operations continue with
secondary Metadata server. Test Metadata server failback.

Test planned manual Metadata server failover. Verify Metadata operations continue with
secondary Metadata server. Test Metadata server failback.

Test link failure between Metatdata server and switch. Verify I/O continues over alternate
path.

Reviewers note — please add other destructive tests that you believe should be included
in the list

¢ Reviewers note — please add other tests that you believe should be included in the list
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